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2 INTRODUCTION

2.1 PIC/S Participating Authorities regularly undertake inspections of manufacturers and
distributors of Active Pharmaceutical Ingredient (API) and medicinal products in order to
determine the level of compliance with Good Manufacturing Practice (GMP) and Good
Distribution Practice (GDP) principles. These inspections are commonly performed on-site
however may be performed through the remote or off-site evaluation of documentary

evidence, in which case the limitations of remote review of data should be considered.
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2.2 The effectiveness of these inspection processes is determined by the reliability of the
evidence provided to the inspector and ultimately the integrity of the underlying data. It is
critical to the inspection process that inspectors can determine and fully rely on the accuracy

and completeness of evidence and records presented to them.
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2.3 Data management refers to all those activities performed during the handling of data
including but not limited to data policy, documentation, quality and security. Good data
management practices influence the quality of all data generated and recorded by a
manufacturer. These practices should ensure that data is attributable, legible,
contemporaneous, original, accurate, complete, consistent, enduring, and available. While the
main focus of this document is in relation to GMP/GDP expectations, the principles herein
should also be considered in the wider context of good data management such as data included
in the registration dossier based on which API and drug product control strategies and

specifications are set.
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2.4 Good data management practices apply to all elements of the Pharmaceutical Quality
System and the principles herein apply equally to data generated by electronic and paper-

based systems.
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2.5 Data Integrity is defined as “the degree to which data are complete, consistent, accurate,
trustworthy, and reliable and that these characteristics of the data are maintained throughout
the data life cycle”. This is a fundamental requirement for an effective Pharmaceutical Quality
System which ensures that medicines are of the required quality. Poor data integrity practices
and vulnerabilities undermine the quality of records and evidence, and may ultimately

undermine the quality of medicinal products.
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2.6 The responsibility for good practices regarding data management and integrity lies with
the manufacturer or distributor undergoing inspection. They have full responsibility and a
duty to assess their data management systems for potential vulnerabilities and take steps to

design and implement good data governance practices to ensure data integrity is maintained.
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3 PURPOSE

3.1 This document was written with the aim of:

3 HHY
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3.1.1 Providing guidance for Inspectorates in the interpretation of GMP/GDP requirements

in relation to good data management and the conduct of inspections.

3.1.1 Eni=7— ﬂ”‘tfikﬁm FEhEICBE 95 GMP/GDP ZRFIHDERICOWT, &
BEICHA XV A et

3.1.2 Providing consolidated, illustrative guidance on risk-based control strategies which
enable the existing requirements for data to be valid, complete and reliable as described in
PIC/S Guides for GMP2 and GDP3 to be implemented in the context of modern industry

practices and globalized supply chains.
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3.1.3 Facilitating the effective implementation of good data management elements into the
routine planning and conduct of GMP/GDP inspections; to provide a tool to harmonize
GMP/GDP inspections and to ensure the quality of inspections with regards to data integrity

expectations.

3.1.3 GMP/GDP #%® HH I it & Efiic N7 7 — 2 EHER 2 RIICEAT 5
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3.2 This guidance, together with Inspectorate resources such as aide memoire, should enable
the inspector to make an optimal use of the inspection time and an optimal evaluation of data

integrity elements during an inspection.
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3.3 Guidance herein should assist the Inspectorate in planning a risk-based inspection relating

to good data management practices.
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3.4 Good data management has always been considered an integral part of GMP/GDP. Hence,
this guide is not intended to impose additional regulatory burden upon regulated entities,
rather it is intended to provide guidance on the interpretation of existing GMP/GDP

requirements relating to current industry data management practices.
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3.5 The principles of data management and integrity apply equally to paper-based,

computerized and hybrid systems and should not place any restraint upon the development



or adoption of new concepts or technologies. In accordance with ICH Q10 principles, this
guide should facilitate the adoption of innovative technologies through continual

improvement.
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3.6 The term “Pharmaceutical Quality System” is predominantly used throughout this
document to denote the quality management system used to manage and achieve quality
objectives. While the term “Pharmaceutical Quality System” is used predominantly by GMP
regulated entities, for the purposes of this guidance, it should be regarded as interchangeable

with the term “Quality System” used by GDP regulated entities.
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3.7 This guide is not mandatory or enforceable under law. It is not intended to be restrictive
or to replace national legislation regarding data integrity requirements for manufacturers and
distributors of medicinal products and actives substances (i.e. active pharmaceutical
ingredients). Data integrity deficiencies should be referenced to national legislation or
relevant paragraphs of the PIC/S GMP or GDP guidance.
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4 SCOPE
4 P

4.1 The guidance has been written to apply to on-site inspections of those sites performing



manufacturing (GMP) and distribution (GDP) activities. The principles within this guide are
applicable for all stages throughout the product lifecycle. The guide should be considered as

a non-exhaustive list of areas to be considered during inspection.
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4.2 The guidance also applies to remote (desktop) inspections of sites performing
manufacturing (GMP) and distribution (GDP) activities, although this will be limited to an
assessment of data governance systems. On-site assessment is normally required for data

verification and evidence of operational compliance with procedures.
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4.3 Whilst this document has been written with the above scope, many principles regarding
good data management practices described herein have applications for other areas of the

regulated pharmaceutical and healthcare industry.

4.3 REF LFEOHFECTERIN T I8 AFHICHEMIN T I2ENZT —Z~v1 T AV
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4.4 This guide is not intended to provide specific guidance for “for-cause” inspections
following detection of significant data integrity vulnerabilities where forensic expertise may

be required.
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5 DATA GOVERNANCE SYSTEM

5.1 What is data governance?
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5.1.1 Data governance is the sum total of arrangements which provide assurance of data
integrity. These arrangements ensure that data, irrespective of the process, format or
technology in which it is generated, recorded, processed, retained, retrieved and used will
ensure an attributable, legible, contemporaneous, original, accurate, complete, consistent,
enduring, and available record throughout the data lifecycle. While there may be no legislative
requirement to implement a ‘data governance system’, its establishment enables the
manufacturer to define, prioritize and communicate their data integrity risk management
activities in a coherent manner. Absence of a data governance system may indicate

uncoordinated data integrity systems, with potential for gaps in control measures.
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5.1.2 The data lifecycle refers to how data is generated, processed, reported, checked, used
for decision-making, stored and finally discarded at the end of the retention period. Data
relating to a product or process may cross various boundaries within the lifecycle. This may
include data transfer between paper-based and computerized systems, or between different
organizational boundaries; both internal (e.g. between production, QC and QA) and external

(e.g. between service providers or contract givers and acceptors).
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5.2 Data governance systems

5.2.1 Data governance systems should be integral to the Pharmaceutical Quality System
described in PIC/S GMP/GDP. It should address data ownership throughout the lifecycle,
and consider the design, operation and monitoring of processes and systems in order to
comply with the principles of data integrity, including control over intentional and

unintentional changes to, and deletion of information.

5.2 T—RHNF VALY AT L
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5.2.2 Data governance systems rely on the incorporation of suitably designed systems, the use
of technologies and data security measures, combined with specific expertise to ensure that
data management and integrity is effectively controlled. Regulated entities should take steps
to ensure appropriate resources are available and applied in the design, development,
operation and monitoring of the data governance systems, commensurate with the complexity

of systems, operations, and data criticality and risk.
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5.2.3 The data governance system should ensure controls over the data lifecycle which are
commensurate with the principles of quality risk management. These controls may be:

+ Organizational
o procedures, e.g. instructions for completion of records and retention of completed records;
o training of staff and documented authorization for data generation and approval;

o data governance system design, considering how data is generated, recorded, processed,



retained and used, and risks or vulnerabilities are controlled effectively;
o routine (e.g. daily, batch- or activity-related) data verification;
o periodic surveillance, e.g. self-inspection processes seek to verify the effectiveness of the
data governance system; or
o the use of personnel with expertise in data management and integrity, including expertise
in data security measures.
+ Technical
o computerized system validation, qualification and control;
0 automation; or

o the use of technologies that provide greater controls for data management and integrity.
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5.2.4 An effective data governance system will demonstrate Senior management’s
understanding and commitment to effective data governance practices including the necessity
for a combination of appropriate organizational culture and behaviours (section 6) and an
understanding of data criticality, data risk and data lifecycle. There should also be evidence of
communication of expectations to personnel at all levels within the organization in a manner
which ensures empowerment to report failures and opportunities for improvement. This

reduces the incentive to falsify, alter or delete data.
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5.2.5 The organization’s arrangements for data governance should be documented within

their Pharmaceutical Quality System and regularly reviewed.
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5.3 Risk management approach to data governance

5.3.1 Senior management is responsible for the implementation of systems and procedures to
minimise the potential risk to data integrity, and for identifying the residual risk, using the
principles of ICH Q9. Contract Givers should perform a review of the contract acceptor’s data
management policies and control strategies as part of their vendor assurance programme. The
frequency of such reviews should be based on the criticality of the services provided by the

contract acceptor, using risk management principles (refer to section 10).
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5.3.2 The effort and resource assigned to data governance should be commensurate with the
risk to product quality, and should also be balanced with other quality resource demands. All
entities regulated in accordance with GMP/GDP principles (including manufacturers,
analytical laboratories, importers and wholesale distributors) should design and operate a
system which provides an acceptable state of control based on the data quality risk, and which

is documented with supporting rationale.



532 7= A NF YV RICEHIY Y THoN BN ROERIZ, BEMEICHT2 ) X27Ic/]Ee
ILDTHRFNE AT, £/, MOMEEFROTFLL DTV RELINETHS,
GMP/GDP D JFHNcHt o THMl T T3 T X CToFFEE (BLEER. . AE
H.EEY WEEEEET) 3. T2 WED Y X7 ICHEO W CEPA A RE R EBLRE & 2
L, BEff L BMEZCEN L2V AT L 2%EIL, EHTIRETH 5,

5.3.3 Where long term measures are identified in order to achieve the desired state of control,
interim measures should be implemented to mitigate risk, and should be monitored for
effectiveness. Where interim measures or risk prioritization are required, residual data
integrity risk should be communicated to senior management, and kept under review.
Reverting from automated and computerized systems to paper-based systems will not remove
the need for data governance. Such retrograde approaches are likely to increase administrative
burden and data risk, and prevent the continuous improvement initiatives referred to in

paragraph 3.5.
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5.3.4 Not all data or processing steps have the same importance to product quality and patient
safety. Risk management should be utilized to determine the importance of each
data/processing step. An effective risk management approach to data governance will
consider:
+ Data criticality (impact to decision making and product quality) and

Data risk (opportunity for data alteration and deletion, and likelihood of detection /
visibility of changes by the manufacturer’s routine review processes).
From this information, risk proportionate control measures can be implemented. Subsequent
sections of this guidance that refer to a risk management approach refer to ‘risk’ as a

combination of data risk and data criticality concepts.
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5.4 Data criticality
5.4.1 The decision that data influences may differ in importance and the impact of the data

to a decision may also vary. Points to consider regarding data criticality include:

+ Which decision does the data influence?
For example: when making a batch release decision, data which determines compliance with

critical quality attributes is normally of greater importance than warehouse cleaning records.

+ What is the impact of the data to product quality or safety?
For example: for an oral tablet, API assay data is of generally greater impact to product quality

and safety than tablet friability data.
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5.5 Data risk



5.5.1 Whereas data integrity requirements relate to all GMP/GDP data, the assessment of
data criticality will help organizations to prioritize their data governance efforts. The rationale
for this prioritization should be documented in accordance with quality risk management

principles.
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5.5.2 Data risk assessments should consider the vulnerability of data to involuntary alteration,
deletion, loss (either accidental or by security failure) or re-creation or deliberate falsification,
and the likelihood of detection of such actions. Consideration should also be given to ensuring
complete and timely data recovery in the event of a disaster. Control measures which prevent
unauthorized activity, and increase visibility / detectability can be used as risk mitigating

actions.
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5.5.3 Examples of factors which can increase risk of data failure include processes that are
complex, or inconsistent, with open ended and subjective outcomes. Simple processes with

tasks which are consistent, well defined and objective lead to reduced risk.
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5.5.4 Risk assessments should focus on a business process (e.g. production, QC), evaluate
data flows and the methods of generating and processing data, and not just consider
information technology (IT) system functionality or complexity. Factors to consider include:
- process complexity (e.g. multi-stage processes, data transfer between processes or systems,

complex data processing);



+ methods of generating, processing, storing and archiving data and the ability to assure data
quality and integrity;

- process consistency (e.g. biological production processes or analytical tests may exhibit a
higher degree of variability compared to small molecule chemistry);

- degree of automation / human interaction;

- subjectivity of outcome / result (i.e. is the process open-ended vs well defined);

+ outcomes of a comparison between electronic system data and manually recorded events
(e.g. apparent discrepancies between analytical reports and raw-data acquisition times); and

- inherent data integrity controls incorporated into the system or software.
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5.5.5 For computerized systems, manual interfaces with I'T systems should be considered in
the risk assessment process. Computerized system validation in isolation may not result in low
data integrity risk, in particular, if the user is able to influence the reporting of data from the
validated system, and system validation does not address the basic requirements outlined in
section 9 of this document. A fully automated and validated process together with a
configuration that does not allow human intervention, or reduces human intervention to a
minimum, is preferable as this design lowers the data integrity risk. Appropriate procedural
controls should be installed and verified where integrated controls are not possible for

technical reasons.
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5.5.6 Critical thinking skills should be used by inspectors to determine whether control and
review procedures effectively achieve their desired outcomes. An indicator of data governance
maturity is an organizational understanding and acceptance of residual risk, which prioritises
actions. An organization which believes that there is ‘no risk’ of data integrity failure is
unlikely to have made an adequate assessment of inherent risks in the data lifecycle. The
approach to assessment of data lifecycle, criticality and risk should therefore be examined in
detail. This may indicate potential failure modes which can be investigated during an

inspection.
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5.6 Data governance system review
5.6.1 The effectiveness of data integrity control measures should be assessed periodically as
part of self-inspection (internal audit) or other periodic review processes. This should ensure

that controls over the data lifecycle are operating as intended.
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5.6.2 In addition to routine data verification checks (e.g. daily, batch- or activity related), self-
inspection activities should be extended to a wider review of control measures, including:

+ A check of continued personnel understanding of good data management practice in the
context of protecting of the patient, and ensuring the maintenance of a working environment
which is focused on quality and open reporting of issues (e.g. by review of continued training
in good data management principles and expectations).

- A review for consistency of reported data/outcomes against raw entries. This may review
data not included during the routine data verification checks (where justified based on risk),
and/or a sample of previously verified data to ensure the continued effectiveness of the
routine process.

- A risk-based sample of computerized system logs / audit trails to ensure that information
of relevance to GMP/GDP activity is reported accurately. This is relevant to situations where
routine computerized system data is reviewed manually or by a validated ‘exception report’4.

- A review of quality system metrics (i.e. trending) that may also be indicators of data

governance effectiveness.
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5.6.3 An effective review of the data governance system will demonstrate understanding

regarding importance of interaction of company behaviours with organizational and technical



controls. The outcome of the review should be communicated to senior management, and be

used in the assessment of residual data integrity risk.
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6 ORGANISATIONAL INFLUENCES ON SUCCESSFUL DATA INTEGRITY
MANAGEMENT
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6.1 General

6.1.1 It may not be appropriate or possible to report an inspection deficiency relating to
organizational behaviour. An understanding of how behaviour influences (i) the incentive to
amend, delete or falsify data and (ii) the effectiveness of procedural controls designed to
ensure data integrity, can provide the inspector with useful indicators of risk which can be

investigated further.
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6.1.2 Inspectors should be sensitive to the influence of culture on organizational behaviour,
and apply the principles described in this section of the guidance in an appropriate way. An
effective ‘quality culture’ and data governance may be different in its implementation from
one location to another. However, where it is apparent that cultural approaches have led to
data integrity concerns; these concerns should be effectively and objectively reported by

the inspector to the organization for rectification.
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6.1.3 Depending on culture, an organization’s control measures may be:
‘open’ (where hierarchy can be challenged by subordinates, and full reporting of a systemic
or individual failure is a business expectation)

‘closed’ (where reporting failure or challenging a hierarchy is culturally more difficult)
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6.1.4 Good data governance in ‘open’ cultures may be facilitated by employee empowerment
to identify and report issues through the Pharmaceutical Quality System. In ‘closed’ cultures,
a greater emphasis on oversight and secondary review may be required to achieve an
equivalent level of control due to the social barrier of communicating undesirable information.
The availability of a confidential escalation process to senior management may also be of
greater importance in this situation, and these arrangements should clearly demonstrate that

reporting is actively supported and encouraged by senior management.
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6.1.5 The extent of Management’s knowledge and understanding of data integrity can
influence the organization’s success of data integrity management. Management should know
their legal and moral obligation (i.e. duty and power) to prevent data integrity lapses from
occurring and to detect them, if they should occur. Management should have sufficient
visibility and understanding of data integrity risks for paper and computerized (both hybrid

and electronic) workflows.
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6.1.6 Lapses in data integrity are not limited to fraud or falsification; they can be unintentional
and still pose risk. Any potential for compromising the reliability of data is a risk that should
be identified and understood in order for appropriate controls to be put in place (refer sections
5.3 -5.5). Direct controls usually take the form of written policies and procedures, but indirect
influences on employee behaviour (such as undue pressure, incentives for productivity in
excess of process capability, opportunities for compromising data and employee

rationalization of negative behaviours) should be understood and addressed as well.
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6.1.7 Data integrity breaches can occur at any time, by any employee, so management needs
to be vigilant in detecting issues and understand reasons behind lapses, when found, to enable

investigation of the issue and implementation of corrective and preventive actions.
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6.1.8 There are consequences of data integrity lapses that affect the various stakeholders
(patients, regulators, customers) including directly impacting patient safety and undermining
confidence in the organization and its products. Employee awareness and understanding of

these consequences can be helpful in fostering an environment in which quality is a priority.
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6.1.9 Management should establish controls to prevent, detect, assess and correct data
integrity breaches, as well as verify those controls are performing as intended to assure data
integrity. Sections 6.2 to 6.7 outline the key items that Management should address to achieve

success with data integrity.
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6.1.10 Senior Management should have an appropriate level of understanding and
commitment to effective data governance practices including the necessity for a combination
of appropriate organizational culture and behaviours (section 6) and an understanding of data
criticality, data risk and data lifecycle. There should also be evidence of communication of
expectations to personnel at all levels within the organization in a manner which ensures
empowerment to report failures and opportunities for improvement. This reduces the

incentive to falsify, alter or delete data.
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6.2 Policies related to organizational values, quality, staff conduct and ethics

6.2.1 Appropriate expectations for staff conduct, commitment to quality, organizational
values and ethics should clearly communicated throughout the organization and policies
should be available to support the implementation and maintenance of an appropriate quality

culture. Policies should reflect Management’s philosophy on quality, and should be written



with the intent of developing an environment of trust, where all individuals are responsible

and accountable for ensuring patient safety and product quality.
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6.2.2 Management should make personnel aware of the importance of their role in ensuring
data quality and the implication of their activities to assuring product quality and protecting

patient safety.
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6.2.3 Policies should clearly define the expectation of ethical behaviour, such as honesty. This
should be communicated to and be well understood by all personnel. The communication
should not be limited only to knowing the requirements, but also why they were established

and the consequences of failing to fulfil the requirements.
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6.2.4 Unwanted behaviours, such as deliberate data falsification, unauthorized changes,
destruction of data, or other conduct that compromises data quality should be addressed
promptly. Examples of unwanted behaviours and attitudes should be documented in the
company policies. Actions to be taken in response to unwanted behaviours should be
documented. However, care should be taken to ensure that actions taken, (such as disciplinary
actions) do not impede any subsequent investigation into the data integrity issues identified,
e.g. severe retribution may prevent other staff members from disclosing information of value

to the investigation.



6.24 BRI T — 20T A, RIEGEE, 720 Y, T—20ME%#EHR > ¥
F L AWTENCE, w2 Il T 20325, B L AWITERAVEEOH I, &
ttoftrictELINIRETH L, BT LL RWITENCHIGT 2 720 iIcH 4l % CEL 3
LRECTHD, 72720, (B D) #iER. FEI N7 — 2 0EatkoMEICE
TE5ZDHROFATZW T RIS ICHERTIVLERD S, Hlz X, LV HEICX ), o
ARy 7 BB D B 2 1EREF/RT 2 D% YT 2 A[REM DD 5,

6.2.5 The display of behaviours that conform to good practices for data management and

integrity should be actively encouraged and recognized appropriately.
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6.2.6 There should be a confidential escalation program supported by company policies and
procedures whereby it encourages personnel to bring instances of possible breaches of policies
to the attention of senior management without consequence for the informer/employee. The
potential for breaches of the policies by senior management should be recognised and a

suitable reporting mechanism for those cases should be available.
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6.2.7 Where possible, management should implement systems with controls that by default,

uphold the intent and requirements of company policies.
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6.3 Quality culture

6.3.1 Management should aim to create a work environment (i.e. quality culture) that is
transparent and open, one in which personnel are encouraged to freely communicate failures
and mistakes, including potential data reliability issues, so that corrective and preventive

actions can be taken. Organizational reporting structure should permit the information flow



between personnel at all levels.
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6.3.2 It is the collection of values, beliefs, thinking, and behaviours demonstrated consistently
by management, team leaders, quality personnel and all personnel that contribute to creating

a quality culture to assure data quality and integrity.
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6.3.3 Management can foster quality culture by:

- Ensuring awareness and understanding of expectations (e.g. Code of Values and Ethics
and Code of Conduct),

+ Leading by example, management should demonstrate the behaviours they expect to see,

+ Being accountable for actions and decisions, particularly delegated activities,

- Staying continuously and actively involved in the operations of the business,

+ Setting realistic expectations, considering the limitations that place pressures on employees,

+ Allocating appropriate technical and personnel resources to meet operational requirements
and expectations,

* Implementing fair and just consequences and rewards that promote good cultural attitudes
towards ensuring data integrity, and

- Being aware of regulatory trends to apply “lessons learned” to the organization.
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6.4 Modernizing the Pharmaceutical Quality System
6.4.1 The application of modern quality risk management principles and good data
management practices to the current Pharmaceutical Quality System serves to modernize the

system to meet the challenges that come with the generation of complex data.
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6.4.2 The company’s Pharmaceutical Quality System should be able to prevent, detect and
correct weaknesses in the system or their processes that may lead to data integrity lapses. The
company should know their data life cycle and integrate the appropriate controls and
procedures such that the data generated will be valid, complete and reliable. Specifically, such
control and procedural changes may be in the following areas:

* Quality Risk Management,

+ Investigation programs,

- Data review practices (section 9),

+ Computerized system validation,

- IT infrastructure, services and security (physical and virtual),

» Vendor/contractor management,

+ Training program to include company’s approach to data governance and data governance
SOPs,

Storage, processing, transfer and retrieval of completed records, including

decentralized/cloud-based data storage, processing and transfer activities,

Appropriate oversight of the purchase of GMP/GDP critical equipment and IT
infrastructure that incorporate requirements designed to meet data integrity expectations, e.g.
User Requirement Specifications, (Refer section 9.2)

+ Self-inspection program to include data quality and integrity, and

+ Performance indicators (quality metrics) and reporting to senior management.
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6.5 Regular management review of performance indicators (including quality metrics)

6.5.1 There should be regular management reviews of performance indicators, including those
related to data integrity, such that significant issues are identified, escalated and addressed in
a timely manner. Caution should be taken when key performance indicators are selected so as

not to inadvertently result in a culture in which data integrity is lower in priority.
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6.5.2 The head of the Quality unit should have direct access to senior management in order
to directly communicate risks so that senior management is aware and can allocate resources

to address any issues.
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6.5.3 Management can have an independent expert periodically verify the effectiveness of

their systems and controls.
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6.6 Resource allocation

6.6.1 Management should allocate appropriate resources to support and sustain good data
integrity management such that the workload and pressures on those responsible for data
generation and record keeping do not increase the likelihood of errors or the opportunity to

deliberately compromise data integrity.
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6.6.2 There should be sufficient number of personnel for quality and management oversight,
IT support, conduct of investigations, and management of training programs that are

commensurate with the operations of the organization.
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6.6.3 There should be provisions to purchase equipment, software and hardware that are
appropriate for their needs, based on the criticality of the data in question. Companies should
implement technical solutions that improve compliance with ALCOA+5 principles and thus

mitigate weaknesses in relation to data quality and integrity.
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6.6.4 Personnel should be qualified and trained for their specific duties, with appropriate
segregation of duties, including the importance of good documentation practices (GdocPs).
There should be evidence of the effectiveness of training on critical procedures, such as
electronic data review. The concept of good data management practices applies to all
functional departments that play a role in GMP/GDP, including areas such as IT and

engineering.
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6.6.5 Data quality and integrity should be familiar to all, but data quality experts from various
levels (SMEs, supervisors, team leaders) may be called upon to work together to
conduct/support investigations, identify system gaps and drive implementation of

improvements.
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6.6.6 Introduction of new roles in an organization relating to good data management such as

a data custodian might be considered.
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6.7 Dealing with data integrity issues found internally

6.7.1 In the event that data integrity lapses are found, they should be handled as any deviation



would be according to the Pharmaceutical Quality System. It is important to determine the
extent of the problem as well as its root cause, then correcting the issue to its full extent and
implement preventive measures. This may include the use of a third party for additional
expertise or perspective, which may involve a gap assessment to identify weaknesses in the

system.
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6.7.2 When considering the impact on patient safety and product quality, any conclusions

drawn should be supported by sound scientific evidence.
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6.7.3 Corrections may include product recall, client notification and reporting to regulatory
authorities. Corrections and corrective action plans and their implementation should be

recorded and monitored.
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6.7.4 Further guidance may be found in section 12 of this guide.
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7 GENERAL DATA INTEGRITY PRINCIPLES AND ENABLERS
7.1 The Pharmaceutical Quality System should be implemented throughout the different
stages of the life cycle of the APIs and medicinal products and should encourage the use of

science and risk-based approaches.
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7.2 To ensure that decision making is well informed and to verify that the information is
reliable, the events or actions that informed those decisions should be well documented. As
such, Good Documentation Practices are key to ensuring data integrity, and a fundamental

part of a well-designed Pharmaceutical Quality System (discussed in section 6).
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7.3 The application of GdocPs may vary depending on the medium used to record the data
(i.e. physical vs. electronic records), but the principles are applicable to both. This section will
introduce those key principles and following sections (8 & 9) will explore these principles

relative to documentation in both paper-based and electronic-based recordkeeping.
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7.4 Some key concepts of GdocPs are summarized by the acronym ALCOA:

Attributable, Legible, Contemporaneous, Original, And Accurate. The following attributes
can be added to the list: Complete, Consistent, Enduring and Available (ALCOA+6).
Together, these expectations ensure that events are properly documented and the data can be

used to support informed decisions.
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7.5 Basic data integrity principles applicable to both paper and electronic systems (i.e.
ALCOA +):
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Data Integrity Attribute Requirement
T—=2A VT 7Y T 4@ T
Attributable

It should be possible to identify the individual or computerized system that performed a
recorded task and when the task was performed. This also applies to any changes made to
records, such as corrections, deletions, and changes where it is important to know who made

a change, when, and why.
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Legible

All records should be legible — the information should be readable and unambiguous in order
for it to be understandable and of use. This applies to all information that would be required
to be considered Complete, including all Original records or entries. Where the ‘dynamic’
nature of electronic data (the ability to search, query, trend, etc.) is important to the content
and meaning of the record, the ability to interact with the data using a suitable application is

important to the ‘availability’ of the record.
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Contemporaneous

The evidence of actions, events or decisions should be recorded as they take place. This



documentation should serve as an accurate attestation of what was done, or what was decided

and why, i.e. what influenced the decision at that time.

Contemporaneous

fTE), kS, B DU, 2N o ThN & XICHMINERETH B, 2D LHEII,
2 Th T2, FIABHREI N, 2 LTEOHE, $72bb % ORFORTITTIFEL
72 R IEMEICAEAT 2 b O TR ITNIE R 6 R\,

Original
The original record can be described as the first-capture of information, whether recorded on
paper (static) or electronically (usually dynamic, depending on the complexity of the system).

Information that is originally captured in a dynamic state should remain available in that state.
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Accurate
Records need to be a truthful representation of facts to be accurate. Ensuring records are
accurate is achieved through many elements of a robust Pharmaceutical Quality System. This
can be comprised of:
- equipment related factors such as qualification, calibration, maintenance and computer
validation.

policies and procedures to control actions and behaviours, including data review
procedures to verify adherence to procedural requirements
+ deviation management including root cause analysis, impact assessments and CAPA
+ trained and qualified personnel who understand the importance of following established
procedures and documenting their actions and decisions. Together, these elements aim to
ensure the accuracy of information, including scientific data that is used to make critical

decisions about the quality of products.
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Complete

All information that would be critical to recreating an event is important when trying to
understand the event. It is important that information is not lost or deleted. The level of detail
required for an information set to be considered complete would depend on the criticality of
the information (see section 5.4 Data criticality). A complete record of data generated

electronically includes relevant metadata (see section 9).
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Consistent

Information should be created, processed, and stored in a logical manner that has a defined
consistency. This includes policies or procedures that help control or standardize data (e.g.
chronological sequencing, date formats, units of measurement, approaches to rounding,

significant digits, etc.).

—H1

T, E&R S N —H M2 RO 2 56 CEL LEL, (RIF S AR Thid e b,
TR, 7— 2 OEHEPEFEICRZLOR ) v =L FIERE TS (B K RFIDNEFF,
Hfo 7+ —<v b, WERMN, ADTOT 7Fn—F, BHETHRE),

Enduring

Records should be kept in a manner such that they exist for the entire period during which



they might be needed. This means they need to remain intact and accessible as an

indelible/durable record throughout the record retention period.
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Available

Records should be available for review at any time during the required retention period,
accessible in a readable format to all applicable personnel who are responsible for their review
whether for routine release decisions, investigations, trending, annual reports, audits or

inspections.
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7.6 If these elements are appropriately applied to all applicable areas of GMP and GDP related
activities, along with other supporting elements of a Pharmaceutical Quality System, the
reliability of the information used to make critical decisions regarding drug products should

be adequately assured.
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7.7 True copies

7.7.1 Copies of original paper records (e.g. analytical summary reports, validation reports,
etc.) are generally very useful for communication purposes, e.g. between companies operating
at different locations. These records should be controlled during their life cycle to ensure that
the data received from another site (sister company, contractor, etc.) are maintained as “true
copies” where appropriate, or used as a “summary report” where the requirements of a “true

copy” are not met (e.g. summary of complex analytical data).
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7.7.2 It is conceivable for raw data generated by electronic means to be retained in an
acceptable paper or pdf format, where it can be justified that a static record maintains the
integrity of the original data. However, the data retention process should record all data,
(including metadata) for all activities which directly or indirectly impact on all aspects of the
quality of medicinal products, (e.g. for records of analysis this may include: raw data, metadata,
relevant audit trail and result files, software / system configuration settings specific to each
analytical run, and all data processing runs (including methods and audit trails) necessary for
reconstruction of a given raw data set). It would also require a documented means to verify
that the printed records were an accurate representation. This approach is likely to be onerous

in its administration to enable a GMP/GDP compliant record.
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7.7.3 Many electronic records are important to retain in their dynamic format, to enable
interaction with the data. Data should be retained in a dynamic form where this is critical to
its integrity or later verification. Risk management principles should be utilized to support

and justify whether and how long data should be stored in a dynamic format.
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7.7.4 At the receiving site, these records (true copies) may either be managed in a paper or
electronic format (e.g., PDF) and should be controlled according to an approved QA

procedure.
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7.7.5 Care should be taken to ensure that documents are appropriately authenticated as “true
copies” in a manner that allows the authenticity of the document to be readily verified, e.g.
through the use of handwritten or electronic signatures or generated following a validated

process for creating true copies.
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Item  How should the “true copy” be issued and controlled?

1. Creating a “true copy” of a paper document.

At the company who issues the true copy:

- Obtain the original of the document to be copied

- Photocopy the original document ensuring that no information from the original copy is lost;
- Verify the authenticity of the copied document and sign and date the new hardcopy as a

“true copy”;

The “True Copy” may now be sent to the intended recipient.

Creating a “true copy” of a electronic document.

A ‘true copy’ of an electronic record should be created by electronic means (electronic file

copy), including all required metadata. Creating pdf versions of electronic data should be

prohibited, where there is the potential for loss of metadata.



The “True Copy” may now be sent to the intended recipient.

A distribution list of all issued “true copies” (soft/hard) should be maintained

Specific elements that should be checked when reviewing records:

+ Verify the procedure for the generation of true copies, and ensure that the generation
method is controlled appropriately.

- Check that true copies issued are identical (complete and accurate) to original records.
Copied records should be checked against the original document records to make sure there
is no tampering of the scanned image.

+ Check that scanned or saved records are protected to ensure data integrity.

+ After scanning paper records and verifying creation of a ‘true copy’:

-Where true copies are generated for distribution purposes, e.g. to be sent to a client, the
original documents from which the Where true copies are generated for distribution purposes,
e.g. to be sent to a client, the original documents from which the scanned images have been
created should be retained for the respective retention periods by the record owner.

-Where true copies are generated to aid document retention, it may be possible to retain the
copy in place of the original records documents from which the scanned images have been

created.
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2. At the company who receives the true copy:
- The paper version, scanned copy or electronic file should be reviewed and filed according to
good document management practices.

The document should clearly indicate that it is a true copy and not an original record.

Specific elements that should be checked when reviewing records:
+ Check that received records are checked and retained appropriately.
+ A system should be in place to verify the authenticity of “true copies”

e.g. through verification of the correct signatories.
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7.7.6 A quality agreement should be in place to address the responsibilities for the generation



and transfer of “true copies” and data integrity controls. The system for the issuance and
control of “true copies” should be audited by the contract giver and receiver to ensure the

process is robust and meets data integrity principles.
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7.8 Limitations of remote review of summary reports
7.8.1 The remote review of data within summary reports is a common necessity; however, the
limitations of remote data review should be fully understood to enable adequate control of

data integrity.
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7.8.2 Summary reports of data are often supplied between physically remote manufacturing
sites, Market Authorization Holders and other interested parties. However, it should be
acknowledged that summary reports are essentially limited in their nature, in that critical
supporting data and metadata is often not included and therefore original data cannot be

reviewed.
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7.8.3 It is therefore essential that summary reports are viewed as but one element of the
process for the transfer of data and that interested parties and Inspectorates do not place sole

reliance on summary report data.
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7.8.4 Prior to acceptance of summary data, an evaluation of the supplier’s quality system and
compliance with data integrity principles should be established. It is not normally acceptable
nor possible to determine compliance with data integrity principles through the use of a desk-

top or similar assessment.
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7.8.4.1 For external entities, this should be determined through on-site audit when considered
important in the context of quality risk management. The audit should assure the veracity of
data generated by the company, and include a review of the mechanisms used to generate and

distribute summary data and reports.
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7.8.4.2 Where summary data is distributed between different sites of the same organization,
the evaluation of the supplying site’s compliance may be determined through alternative

means (e.g. evidence of compliance with corporate procedures, internal audit reports, etc.).
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7.8.5 Summary data should be prepared in accordance with agreed procedures and reviewed
and approved by authorized staff at the original site. Summaries should be accompanied with
a declaration signed by the Authorized Person stating the authenticity and accuracy of the
summary. The arrangements for the generation, transfer and verification of summary reports

should be addressed within quality/technical agreements.
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8 SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR PAPERBASED SYSTEMS

8.1 Structure of Pharmaceutical Quality System and control of blank forms/templates/records
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8.1.1 The effective management of paper based documents is a key element of GMP/GDP.
Accordingly the documentation system should be designed to meet GMP/GDP requirements

and ensure that documents and records are effectively controlled to maintain their integrity.
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8.1.2 Paper records should be controlled and should remain attributable, legible,
contemporaneous, original and accurate, complete, consistent enduring (indelible/durable),
and available (ALCOA+) throughout the data lifecycle.
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8.1.3 Procedures outlining good documentation practices and arrangements for document
control should be available within the Pharmaceutical Quality System. These procedures
should specify how data integrity is maintained throughout the lifecycle of the data, including;:
+ creation, review, and approval of master documents and procedures;

- generation, distribution and control of templates used to record data (master, logs, etc.);

+ retrieval and disaster recovery processes regarding records;

+ generation of working copies of documents for routine use, with specific emphasis on

ensuring copies of documents, e.g. SOPs and blank forms are issued and reconciled for use in



a controlled and traceable manner;

- completion of paper based documents, specifying how individual operators are identified,
data entry formats, recording amendments, and routine review for accuracy, authenticity and
completeness; and

- filing, retrieval, retention, archival and disposal of records.
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8.2 Importance of controlling records
8.2.1 Records are critical to GMP/GDP operations and thus control is necessary to
ensure:

- evidence of activities performed;

- evidence of compliance with GMP/GDP requirements and company policies, procedures
and work instructions;

- effectiveness of Pharmaceutical Quality System;

+ traceability;

+ process authenticity and consistency;

+ evidence of the good quality attributes of the medicinal products manufactured;

* in case of complaints or recalls, records could be used for investigational purposes; and

in case of deviations or test failures, records are critical to completing an effective

investigation.
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8.3 Generation, distribution and control of template records

8.3.1 Managing and controlling master documents is necessary to ensure that the risk of
someone inappropriately using and/or falsifying a record ‘by ordinary means’ (i.e. not
requiring the use of specialist fraud skills) is reduced to an acceptable level. The following
expectations should be implemented using a quality risk management approach, considering

the risk and criticality of data recorded (see section 5.4, 5.5).
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8.4 Expectations for the generation, distribution and control of records

Item Generation

1. Expectation

All documents should have a unique identifier (including the version number) and should be

checked, approved, signed and dated.

The use of uncontrolled documents should be prohibited by local procedures. The use of

temporary recording practices, e.g. scraps of paper should be prohibited.

Potential risk of not meeting expectations/items to be checked
+ Uncontrolled documents increase the potential for omission or loss of critical data as these

documents may be discarded or destroyed without traceablility. In addition, uncontrolled



records may not be designed to correctly record critical data.

- It might be easier to falsify uncontrolled records.

+ Use of temporary recording practices may lead to data omission, and these temporary
original records are not specified for retention.

+ If records can be created and accessed without control, it is possible that the records may
not have been recorded at the time the event occurred.

+ There is a risk of using superseded forms if there is no version control or controls for

issuance.
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2. Expectation
The document design should provide sufficient space for manual data entries.
Potential risk of not meeting expectations/items to be checked
+ Handwritten data may not be clear and legible if the spaces provided for data entry are not
sufficiently sized.

+ Documents should be designed to provide sufficient space for comments, e.g. in case of a



transcription error, there should be sufficient space for the operator to cross out, initial and
date the error, and record any explanation required.

- If additional pages of the documents are added to allow complete documentation, the
number of, and reference to any pages added should be clearly documented on the main
record page and signed.

+ Sufficient space should be provided in the document format to add all necessary data, and
data should not be recorded haphazardly on the document, for example to avoid recording on
the reverse of printed recording on the reverse of printed pages which are not intended for

this purpose.
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3. Expectation
The document design should make it clear what data is to be provided in entries.
Potential risks of not meeting expectations/items to be checked

- Ambiguous instructions may lead to inconsistent/incorrect recording of data.

+ Good design ensures all critical data is recorded and ensures clear, contemporaneous and
enduring (indelible/durable) completion of entries.

*+ The document should also be structured in such a way as to record information in the same
order as the operational process and related SOP, to minimize the risk of inadvertently

omitting critical data.
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4. Expectation
Documents should be stored in a manner which ensures appropriate version control.
Master documents should contain distinctive marking so to distinguish the master from a copy,

e.g. use of coloured papers or inks so as to prevent inadvertent use.

Master documents (in electronic form) should be prevented from unauthorised or inadvertent
changes.

E.g.: For the template records stored electronically, the following precautions should be in
place:

- access to master templates should be controlled;

- process controls for creating and updating versions should be clear and practically
applied/verified; and

- master documents should be stored in a manner which prevents unauthorized changes.

Potential risk of not meeting expectations/items to be checked
Inappropriate storage conditions can allow unauthorized modification, use of expired

and/or draft documents or cause the loss of master documents.
+ The processes of implementation and the effective communication, by way of appropriate

training prior to implementation when applicable, are just as important as the document.
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Item  Distribution and Control

1. Expectations

Updated versions should be distributed in a timely manner.

Obsolete master documents and files should be archived and their access restricted.

Any issued and unused physical documents should be retrieved and reconciled.

Where authorised by Quality, recovered copies of documents may be destroyed. However,
master copies of authorised documents should be preserved.

Potential risk of not meeting expectations/items to be checked

+ There may be a risk that obsolete versions can be used by mistake if available for use.
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2. Expectation

Document issuance should be controlled by written procedures that include the following



controls:

- details of who issued the copies and when they were issued;

- clear means of differentiating approved copies of documents, e.g. by use of a secure stamp,
or paper colour code not available in the working areas or another appropriate system;

- ensuring that only the current approved version is available for use;

- allocating a unique identifier to each blank document issued and recording the issue of each
document in a register;

- numbering every distributed copy (e.g.: copy 2 of 2) and sequential numbering of issued
pages in bound books;

- where the re-issue of additional copies of the blank template is necessary, a controlled
process regarding re-issue should be followed with all distributed copies maintained and a
justification and approval for the need of an extra copy recorded, e.g.: “the original template
record was damaged”;

- critical GMP/GDP blank forms (e.g.: worksheets, laboratory notebooks, batch records,
control records) should be reconciled following use to ensure the accuracy and completeness
of records; and

- where copies of documents other than records, (e.g. procedures), are printed for reference
only, reconciliation may not be required, providing the documents are time-stamped on

generation, and their short-term validity marked on the document.

Potential risk of not meeting expectations/items to be checked

- Without the use of security measures, there is a risk that rewriting or falsification of data
may be made after photocopying or scanning the template record (which gives the user
another template copy to use).

+ Obsolete versions can be used intentionally or by error.

- Afilled record with an anomalous data entry could be replaced by a new rewritten template.

+ All unused forms should be accounted for, and either defaced and destroyed, or returned
for secure filing.

- Check that (where used) reference copies of documents are clearly marked with the date
of generation, period of validity and clear indication that they are for reference only and not

an official copy, e.g. marked ‘uncontrolled when printed.
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8.4.1 An index of all authorized master documents, (SOP’s, forms, templates and records)
should be maintained within the Pharmaceutical Quality System.

This index should mention for each type of template record at least the following information:
title, identifier including version number, location (e.g. documentation database, effective

date, next review date, etc.).
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8.5 Use and control of records located at the point-of-use

8.5.1 Records should be available to operators at the point-of-use and appropriate controls
should be in place to manage these records. These controls should be carried out to minimize
the risk of damage or loss of the records and ensure data integrity. Where necessary, measures
should be taken to protect records from being soiled (e.g. getting wet or stained by materials,

etc.).
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8.5.2 Records should be appropriately controlled in these areas by designated persons or

processes in accordance with written procedures.
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8.6 Filling out records
8.6.1 The items listed in the table below should be controlled to assure that a record is properly
filled out.
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Item  Completion of records
1. Expectations

Handwritten entries should be made by the person who executed the task.



Unused, blank fields within documents should be voided (e.g. crossed-out), dated and signed.
Handwritten entries should be made in clear and legible writing.
The completion of date fields should be done in an unambiguous format defined for the site.
E.g. dd/mm/yyyy or mm/dd/yyyy.
Potential risk of not meeting expectations/items to be checked

+ Check that handwriting is consistent for entries made by the same person.

- Check the entry is legible and clear (i.e. unambiguous; and does not include the use of
unknown symbols or abbreviations, e.g. use of ditto (“) marks.

+ Check for completeness of data recorded.

+ Check correct pagination of the records and are all pages present.
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2. Expectation

Records relating to operations should be completed contemporaneously.

Potential risk of not meeting expectations/items to be checked

+ Verify that records are available within the immediate areas in which they are used, i.e.
Inspectors should expect that sequential recording can be performed at the site of operations.
If the form is not available at the point of use, this will not allow operators to fill in records at

the time of occurrence.
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3. Expectation
Records should be enduring (indelible).
Potential risk of not meeting expectations/items to be checked
- Check that written entries are in ink, which is not erasable, and/or will not smudge or fade
(during the retention period).
- Check that the records were not filled out using pencil prior to use of pen (overwriting).
- Note that some paper printouts from systems may fade over time, e.g. thermal paper.

Indelible signed and dated true copies of these should be produced and kept.
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4. Expectation
Records should be signed and dated using a unique identifier that is attributable to the author.
Potential risk of not meeting expectations/items to be checked

+ Check that there are signature and initials logs, that are controlled and current and that
demonstrate the use of unique examples, not just standardized printed letters.

+ Ensure that all key entries are signed & dated, particularly if steps occur over time, i.e. not
just signed at the end of the page and/or process.

+ The use of personal seals is generally not encouraged; however, where used, seals should



be controlled for access. There should be a log which clearly shows traceability between an
individual and their personal seal. Use of personal seals should be dated (by the owner),

to be deemed acceptable.
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8.7 Making corrections on records

Corrections to the records should be made in such way that full traceability is maintained.
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Item How should records be corrected?

1 Expectation
Cross out what is to be changed with a single line.
Where appropriate, the reason for the correction should be clearly recorded and verified if
critical.
Initial and date the change made.
Specific elements that should be checked when reviewing records:

+ Check that the original data is readable not obscured (e.g. not obscured by use of liquid
paper; overwriting is not permitted).

+ If changes have been made to critical data entries, verify that a valid reason for the change
has been recorded and that supporting evidence for the change is available.

+ Check for unexplained symbols or entries in records.
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2. Expectation
Corrections should be made in indelible ink.
Specific elements that should be checked when reviewing records:
- Check that written entries are in ink, which is not erasable, and/or will not smudge or fade
(during the retention period).

- Check that the records were not filled out using pencil prior to use of pen (overwriting).
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8.8 Verification of records (secondary checks)

Item  When and who should verify the records?

1. Expectation

Records of critical process steps, e.g. critical steps within batch records, should be:

- reviewed/witnessed by independent and designated personnel at the time of operations
occurring; and - reviewed by an approved person within the production department before
sending them to the Quality unit ; and

- reviewed and approved by the Quality Unit (e.g. Authorized Person / Qualified Person)



before release or distribution of the batch produced.

Batch production records of non-critical process steps is generally reviewed by production
personnel according to an approved procedure.

Laboratory records for testing steps should also be reviewed by designated personnel (e.g.:
second analysts) following completion of testing. Reviewers are expected to check all entries,
critical calculations, and undertake appropriate assessment of the reliability of test results in
accordance with data-integrity principles.

Additional controls should be considered when critical test interpretations are made by a
single individual (e.g. recording of microbial colonies on agar plates). A secondary review may
be required in accordance with risk management principles. In some cases this review may
need to be performed in real-time. Suitable electronic means of verifying critical data may be
an acceptable alternative, e.g. taking photograph images of the data for retention.

This verification should be conducted after performing production-related tasks and activities
and be signed or initialled and dated by the appropriate persons.

Local SOPs should be in place to describe the process for review of written documents.
Specific elements that should be checked when reviewing records:

+ Verify the process for the handling of production records within processing areas to ensure
they are readily available to the correct personnel at the time of performing the activity to
which the record relates.

Verify that any secondary checks performed during processing were performed by
appropriately qualified and independent personnel, e.g. production supervisor or QA.

+ Check that documents were reviewed by production personnel and then quality assurance

personnel following completion of operational activities.
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2. Expectation
Check that all the fields have been completed correctly using the current (approved)
templates, and that the data was critically compared to the acceptance criteria.

Check items 1, 2, 3, and 4 of section 8.6 and Items 1 and 2 of section 8.7
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Specific elements that should be checked when reviewing records:

+ Inspectors should review company procedures for the review of manual data to determine
the adequacy of processes.

+ The need for, and extent of a secondary check should be based on quality risk management
principles, based on the criticality of the data generated.

+ Check that the secondary reviews of data include a verification of any calculations used.



- View original data (where possible) to confirm that the correct data was transcribed for the

calculation.

REEL 2 —FT5ICTF = v 7 T REERNARER,

- BRAR, FEHTF 4oL va— BT 280 FIEEME L., 7' 1 2020 % b
35,

- IRFzy 7 OREEERE IR, ARINE T -2 0EERICE O WT, WWH ) X7 EH
DIFANIC IS RETH B,

- T=XADZRLEa—Cit, FHINZROMIESGEEN TV L E2H#ET S

- DT — % (A[REREGE) #ZRC, ELWTF— 283 EO oIzl S iz 2 & 2R
%,

8.9 Direct print-outs from electronic systems

8.9.1 Some very simple electronic systems, e.g. balances, pH meters or simple processing
equipment which do not store data, generate directly-printed paper records. These types of
systems and records provide limited opportunity to influence the presentation of data by
(re-)processing, changing of electronic date/time stamps. In these circumstances, the original
record should be signed and dated by the person generating the record and information to
ensure traceability, such as sample ID, batch number, etc. should be recorded on the record.

These original records should be attached to batch processing or testing records.
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8.9.2 Consideration should be given to ensuring these records are enduring (see section 8.6.1).
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8.10 Document retention (Identifying record retention requirements and archiving records)
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8.10.1 The retention period of each type of records should (at a minimum) meet those periods
specified by GMP/GDP requirements. Consideration should be given to other local or

national legislation that may stipulate longer storage periods.
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8.10.2 The records can be retained internally or by using an outside storage service subject to
quality agreements. In this case, the data centre’s locations should be identified. A risk
assessment should be available to demonstrate retention systems/facilities/services are

suitable and that the residual risks are understood.
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Item  Where and how should records be archived?

1. Expectation

A system should be in place describing the different steps for archiving records (identification
of archive boxes, list of records by box, retention period, archiving location, etc.).
Instructions regarding the controls for storage, as well as access and recovery of records should
be in place.

Systems should ensure that all GMP/GDP relevant records are stored for periods that meet
GMP/GDP requirements
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Specific elements that should be checked when reviewing records:
Check that the system implemented for retrieving archived records is effective and

traceable.

+ Check if the records are stored in an orderly manner and are easily identifiable.

+ Check that records are in the defined location and appropriately secured.

+ Check that access to archived documents is restricted to authorized personnel ensuring
integrity of the stored records.

+ Check for the presence of records of accessing and returning of records.

+ The storage methods used should permit efficient retrieval of documents when required.
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2. Expectation

All hardcopy quality records should be archived in:

- secure locations to prevent damage or loss,

- such a manner that it is easily traceable and retrievable, and

- a manner that ensures that records are durable for their archived life.
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Specific elements that should be checked when reviewing records:
+ Check for the outsourced archived operations if there is a quality agreement in place and

if the storage location was audited.



- Ensure there is some assessment of ensuring that documents will still be legible/available
for the entire archival period.

- In case of printouts which are not permanent (e.g. thermal transfer paper) a verified
(‘true’) copy should be retained.

+ Verify whether the storage methods used permit efficient retrieval of documents when

required.
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3. Expectation

All records should be protected from damage or destruction by:
- fire;

- liquids (e.g. water, solvents and buffer solution);

- rodents;

- humidity etc; and.

- unauthorised personnel access, who may attempt to amend, destroy or replace records.

3. Wi 952 &

FTRCOEEKIE. UTORRKIIC X 2 BEPHIE, O R#EINZ TN R D FEA,
- Ko

- WA (s K, AL AR

- 3R,

- WL,

- RUERAREIE, BB, AL X5 T REMEREDT 7+ R,

Specific elements that should be checked when reviewing records:
+ Check if there are systems in place to protect records (e.g. pest control and sprinklers).
+ Note: Sprinkler systems should be implemented according to local safety requirements;

however, they should be designed to prevent damage to documents, e.g. documents are



protected from water.

+ Check for appropriate access controls for records.
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8.11 Disposal of original records or true copies

8.11.1 A documented process for the disposal of records should be in place to ensure that the
correct original records or true copies are disposed of after the defined retention period. The
system should ensure that current records are not destroyed by accident and that historical
records do not inadvertently make their way back into the current record stream (e.g.

historical records confused/mixed with existing records.)
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8.11.2 A record/register should be available to demonstrate appropriate and timely archiving

or destruction of retired records in accordance with local policies.
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8.11.3 Measures should be in place to reduce the risk of deleting the wrong documents. The

access rights allowing disposal of records should be controlled and limited to few persons.
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9 SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR COMPUTERISED SYSTEMS
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9.1 Structure of the Pharmaceutical Quality System and control of computerized systems

9.1.1 A large variety of computerized systems are used by companies to assist in a significant
number of operational activities. These range from the simple standalone to large integrated
and complex systems, many of which have an impact on the quality of products manufactured.
It is the responsibility of each regulated entity to fully evaluate and control all computerized

systems and manage them in accordance with GMP10 and GDP11 requirements.
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9.1.2 Organizations should be fully aware of the nature and extent of computerized systems
utilized, and assessments should be in place that describe each system, its intended use and
function, and any data integrity risks or vulnerabilities that may be susceptible to
manipulation. Particular emphasis should be placed on determining the criticality of

computerized systems and any associated data, in respect of product quality.
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9.1.3 All computerized systems with potential for impact on product quality should be
effectively managed under a Pharmaceutical Quality System which is designed to ensure that
systems are protected from acts of accidental or deliberate manipulation, modification or any

other activity that may impact on data quality and integrity.
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9.1.4 The processes for the design, evaluation, and selection of computerized systems should
include appropriate consideration of the data management and integrity aspects of the system.
Regulated users should ensure that vendors of systems have an adequate understanding of
GMP/GDP and data integrity requirements, and that new systems include appropriate
controls to ensure effective data management. Legacy systems are expected to meet the same
basic requirements; however, full compliance may necessitate the use of additional controls,

e.g. supporting administrative procedures or supplementary security hardware/software.

9.14 2 v ¥ a—2{Lv AT LDgkEr FHEi L OERD 7o 2 Rk, v AT L0T — X EH
FOseettofifomEy) A28t d oL 75, Ml RERZ2—F—1F, P RXT LD
Ry L= GMP/GDP KT =24 v 77 ) 7 4 OERBIHAFEYNICHFEL THB L,
KO LWy 2T L3R T — 2 EHEHERICT 2720 0@b]lia vy bue—L i &AL
TWBZLEMERT_NETH B, KDL AT L ARED IR BN %723 2 & 2SHAT
INDD, ERICHER T 5 7201 iF, BEFIEO IR — Lozt F2) 74— Fv
=7/ V7 v aTRE, BN Ea Y e —LOFERARRLELE R ZGEYRSH D,

9.1.5 Regulated users should fully understand the extent and nature of data generated by
computerized systems, and a risk based approach should be taken to determining the data risk
and criticality of data (including metadata) and the subsequent controls required to manage

the data generated. For example:
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9.1.5.1 In dealing with raw data, the complete capture and retention of raw data would

normally be required in order to reconstruct the manufacturing event or analysis.
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9.1.5.2 In dealing with metadata, some metadata is critical in reconstruction of events, (e.g.



user identification, times, critical process parameters, units of measure), and would be
considered as ‘relevant metadata’ that should be fully captured and managed. However, non-
critical meta-data such as system error logs or non-critical system checks may not require full

capture and management where justified using risk management.
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9.1.6 When determining data vulnerability and risk, it is important that the computerized
system is considered in the context of its use within the business process. For example, the
integrity of results generated by an analytical method utilizing an integrated computer
interface are affected by sample preparation, entry of sample weights into the system, use of
the system to generate data, and processing / recording of the final result using that data. The
creation and assessment of a data flow map may be useful in understanding the risks and

vulnerabilities of computerized systems, particularly interfaced systems.
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9.1.7 Consideration should be given to the inherent data integrity controls incorporated into
the system and/or software, especially those that may be more vulnerable to exploits than
more modern systems that have been designed to meet contemporary data management
requirements. Examples of systems that may have vulnerabilities include: manual recording
systems, older electronic systems with obsolete security measures, non-networked electronic
systems and those that require additional network security protection e.g. using firewalls and

intrusion detection or prevention systems.
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9.1.8 During inspection of computerized systems, inspectors are recommended to utilise the
company’s expertise during assessment. Asking and instructing the company’s
representatives to facilitate access and navigation can aid in the inspection of the system.

9.1.9 The guidance herein is intended to provide specific considerations for data integrity in
the context of computerized systems. Further guidance regarding good practices for
computerized systems may be found in the PIC/S Good Practices for Computerized Systems

in Regulated “GxP” Environments (P1011).
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9.1.10 The principles herein apply equally to circumstances where the provision of
computerized systems is outsourced. In these cases, the regulated entity retains the
responsibility to ensure that outsourced services are managed and assessed in accordance with
GMP/GDP requirements, and that appropriate data management and integrity controls are

understood by both parties and effectively implemented.
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9.2 Qualification and validation of computerized systems

9.2.1 The qualification and validation of computerized systems should be performed in



accordance with the relevant GMP/GDP guidelines; the tables below provide clarification
regarding specific expectations for ensuring good data governance practices for computerized

systems.
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9.2.2 Validation alone does not necessarily guarantee that records generated are necessarily
adequately protected and validated systems may be vulnerable to loss and alteration by
accidental or malicious means. Thus, validation should be supplemented by appropriate

administrative and physical controls, as wells as training of users.
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9.3 Validation and Maintenance

Item: System Validation & Maintenance

1. Expectation

Regulated companies should document and implement appropriate controls to ensure that
data management and integrity requirements are considered in the initial stages of system
procurement and throughout system and data lifecycle. For regulated users, Functional
Specifications (FS) and/or User Requirement Specifications (URS) should adequately
address data management and integrity requirements.

Specific attention should be paid to the purchase of GMP/GDP critical equipment to ensure
that systems are appropriately evaluated for data integrity controls prior to purchase.

Legacy systems (existing systems in use) should be evaluated to determine whether existing
system configuration and functionality permits the appropriate control of data in accordance
with good data management and integrity practices. Where system functionality or design of
these systems does not provide an appropriate level of control, additional controls should be

considered and implemented.
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Potential risk of not meeting expectations/items to be checked

Inadequate consideration of DI requirements may result in the purchase of software
systems that do not include the basic functionality required to meet data management and
integrity expectations.

+ Inspectors should verify that the implementation of new systems followed a process that
gave adequate consideration to DI principles.

+ Some legacy systems may not include appropriate controls for data management, which
may allow the manipulation of data with a low probability of detection.

- Assessments of existing systems should be available and provide an overview of any
vulnerabilities and list any additional controls implemented to assure data integrity.
Additional controls should be appropriately validated and may include:

o Using operating system functionality (e.g. Windows Active Directory groups) to assign
users and their access privileges where system software does not include administrative
controls to control user privileges;

o Configuring operating system file/folder permissions to prevent modification/deletion of
files when the modification/deletion of data files cannot be controlled by system software; or

o Implementation of hybrid or manual systems to provide control of data generated.
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2. Expectation

Regulated users should have an inventory of all computerized systems in use. The list should
include reference to:

- The name, location and primary function of each computerized system;

- Assessments of the function and criticality of the system and associated data; (e.g. direct
GMP/GDP impact, indirect impact, none)

- The current validation status of each system and reference to existing validation documents.
Risk assessments should be in place for each system, specifically assessing the necessary
controls to ensure data integrity. The level and extent of validation of controls for data
integrity should be determined based on the criticality of the system and process and potential
risk to product quality, e.g. processes or systems that generate or control batch release data
would generally require greater control than those systems managing less critical data or
processes.

Consideration should also be given to those systems with higher potential for disaster,
malfunction or situations in which the system becomes inoperative.

Assessments should also review the vulnerability of the system to inadvertent or unauthorized
changes to critical configuration settings or manipulation of data. All controls should be

documented and their effectiveness verified.

Potential risk of not meeting expectations/items to be checked
+ Companies that do not have adequate visibility of all computerized systems in place may
overlook the criticality of systems and may thus create vulnerabilities within the data lifecycle.

+ An inventory list serves to clearly communicate all systems in place and their criticality,



ensuring that any changes or modifications to these systems are controlled.

+ Verify that risk assessments are in place for critical processing equipment and data
acquisition systems. A lack of thorough assessment of system impact may lead to a lack of
appropriate validation and system control. Examples of critical systems to review include:

o systems used to control the purchasing and status of products and materials;

o systems for the control and data acquisition for critical manufacturing processes;

o systems that generate, store or process data that is used to determine batch quality;

o systems that generate data that is included in the batch processing or packaging records;
and

o systems used in the decision process for the release of products.
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3. Expectation

For new systems, a Validation Summary Report for each computerized system (written and
approved in accordance with Annex 15 requirements) should be in place and state (or provide
reference to) at least the following items:

- Critical system configuration details and controls for restricting access to configuration and
any changes (change management).

- Alist of all currently approved normal and administrative users specifying the username and
the role of the user.

- Frequency of review of audit trails and system logs.

- Procedures for:

0 creating new system user;

o modifying or changing privileges for an existing user;

o defining the combination or format of passwords for each system

o reviewing and deleting users;

o back-up processes and frequency;

o disaster recovery;

o data archiving (processes and responsibilities), including procedures for accessing and
reading archived data;

o approving locations for data storage.

- The report should explain how the original data are retained with relevant metadata in a
form that permits the reconstruction of the manufacturing process or the analytical activity.
For existing systems, documents specifying the above requirements should be available;
however, need not be compiled into the Validation

Summary report. These documents should be maintained and updated as necessary by the

regulated user.
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Potential risk of not meeting expectations/items to be checked

+ Check that validation systems and reports specifically address data integrity requirements
following GMP/GDP requirements and considering ALCOA principles.

- System configuration and segregation of duties (e.g. authorization to generate data should
be separate to authorization to verify data) should be defined prior to validation, and verified
as effective during testing.

+ Check the procedures for system access to ensure modifications or changes to systems are
restricted and subject to change control management.

+ Ensure that system administrator access is restricted to authorized persons and is not used
for routine operations.

Check the procedures for granting, modifying and removing access to computerized



systems to ensure these activities are controlled.

Check the currency of user access logs and privilege levels, there should be no unauthorized
users to the system and access accounts should be kept up to date.
* There should also be restrictions to prevent users from amending audit trail functions and

from changing any pre-defined directory paths where data files are to be stored.

W%z SR WEAOBIEN) 227 /F =y 7 FXEIHEH

- N F—v a3 VY AT AR TEREER, GMP/GDP D ESREHIEICHE, $72 ALCOA O
JFHZZE L C, 7—24 v 77V 7 4 OUKREFEHEEZ BRI > T2 2 L %2l d 5,
- VAT LERR OISO o EE (B2 7 — 2 2 AT 2HER & T — & 2 RGEET 2 HERRIZAI T
HHRETH2) I, ANV T =y avIiCHoTERIN, TAMOBICHEMNTH L Z L8
WRINBERZTH D,

- VAT LA~DEIEE 7 ZEESHIR I N EHERONR L o TWn»5 2L 2R T 5 7%
DI, VAT L~NDT 7 RT3 FIEAMRT 22 L,

- VAT LEREDOT 7w ABHERD B 2 HICHRE I N HEEBICHEH I TwARnI &
HERT 5T &,

- AV a—R{LENZVARTL~DT 7 A RHFA EE HIRET 570D FEEZMHEZR L.
INHDOEHPEHINT WD L 2HERT 5,

I—H—DT 7 A0 TR NNV ORMEZHERT 5, ¥ AT LICRKRD L —F —
BVBENWT b, TI7ZRATAY Y FBERFTOREBICRIZNT0E 2 EBEFE L,

- F o, -V —PEEIFMEREEZBIELZY, T2 7 7 A VERET 2 72D ICHFTICE
BINEZTALIZ P ANREEEL DT 22 20 0fIRE 3T 2 0ENRDH 2,

4. Expectation

Companies should have a Validation Master Plan in place that includes specific policies and
validation requirements for computerized systems and the integrity of such systems and
associated data.

The extent of validation for computerized systems should be determined based on risk.
Further guidance regarding assessing validation requirements for computerized systems may
be found in PI 011.

Before a system is put into routine use, it should be challenged with defined tests for
conformance with the acceptance criteria.

It would be expected that a prospective validation for computerized systems is conducted.

Appropriate validation data should be available for systems already in-use.



Computerized system validation should be designed according to GMP Annex 15 with URS,
DQ, FAT, SAT, IQ, OQ and PQ tests as necessary.

The qualification testing approach should be tailored for the specific system under validation,
and should be justified by the regulated user. Qualification may include Design Qualification
(DQ); Installation qualification (IQ); Operational Qualification (OQ); and Performance
Qualification (PQ). In particular, specific tests should be designed in order to challenge those
areas where data quality or integrity is at risk.

Companies should ensure that computerized systems are qualified for their intended use.
Companies should therefore not place sole reliance on vendor qualification packages;
validation exercises should include specific tests to ensure data integrity is maintained during
operations that reflect normal and intended use.

The number of tests should be guided by a risk assessment but the critical functionalities
should be at least identified and tested, e.g., certain PLCs and systems based on basic
algorithms or logic sets, the functional testing may provide adequate assurance of reliability
of the computerized system. For critical and/or more complex systems, detailed verification

testing is required during 1Q, OQ & PQ stages.

Potential risk of not meeting expectations/items to be checked

+ Check that validation documents include specific provisions for data integrity; validation
reports should specifically address data integrity principles and demonstrate through design
and testing that adequate controls are in place.

+ Unvalidated systems may present a significant vulnerability regarding data integrity as user
access and system configuration may allow data amendment.

+ Check that end-user testing includes test-scripts designed to demonstrate that software

not only meets the requirements of the vendor, but is fit for its intended use.
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5. Expectation
Periodic System Evaluation

Computerized systems should be evaluated periodically in order to ensure continued



compliance with respect to data integrity controls. The evaluation should include deviations,
changes (including any cumulative effect of changes), upgrade history, performance and
maintenance, and assess whether these changes have had any detrimental effect on data
management and integrity controls.

The frequency of the re-evaluation should be based on a risk assessment depending on the
criticality of the computerized systems considering the cumulative effect of changes to the

system since last review. The assessment performed should be documented.
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Potential risk of not meeting expectations/items to be checked

+ Check that re-validation reviews for computerized systems are outlined within validation
schedules.

+ Verify that systems have been subject to periodic review, particularly with respect to any
potential vulnerabilities regarding data integrity.

- Any issues identified, such as limitations of current software/hardware should be addressed
in a timely manner and corrective and preventive actions, and interim controls should be

available and implemented to manage any identified risks.
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6. Expectation

Operating systems and network components (including hardware) should be updated in a
timely manner according to vendor recommendations and migration of applications from
older to newer platforms should be planned and conducted in advance of the time before the
platforms reach an unsupported state which may affect the management and integrity of data
generated by the system.

Security patches for operating systems and network components should be applied in a
controlled and timely manner according to vendor recommendations in order to maintain data
security. The application of security patches should be performed in accordance with change
management principles.

Where unsupported operating systems are maintained, i.e. old operating systems are used
even after they run out of support by the vendor or supported versions are not security patched,
the systems (servers) should be isolated as much as possible from the rest of the network.
Remaining interfaces and data transfer to/from other equipment should be carefully designed,
configured and qualified to prevent exploitation of the vulnerabilities caused by the
unsupported operating system.

Remote access to unsupported systems should be carefully evaluated due to inherent

vulnerability risks.
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Potential risk of not meeting expectations/items to be checked

* Verify that system updates are performed in a controlled and timely manner. Older systems
should be reviewed critically to determine whether appropriate data integrity controls are
integrated, or, (where integrated controls are not possible) that appropriate administrative

controls have been implemented and are effective.
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9.4 Data Transfer
Item: Data transfer and migration

1. Expectation
Interfaces should be assessed and addressed during validation to ensure the correct and
complete transfer of data.
Interfaces should include appropriate built-in checks for the correct and secure entry and
processing of data, in order to minimize data integrity risks. Verification methods may include
the use of: o Secure transfer
o Encryption
o Checksums
Where applicable, interfaces between systems should be designed and qualified to include an
automated transfer of GMP/GDP data. Potential risk of not meeting expectations/items to
be checked

+ Interfaces between computerized systems present a risk whereby data may be inadvertently
lost, amended or transcribed incorrectly during the transfer process.

- Ensure data is transferred directly to the secure location/database and not simply copied
from the local drive (where it may have the potential to be altered).

+ Temporary data storage on local computerized systems (e.g. instrument computer) before

transfer to final storage or data processing location creates an opportunity for data to be



deleted or manipulated. This is a particular risk in the case of ‘standalone’ (non-networked)
systems. Ensure the environment that initially stores the data has appropriate DI controls in
place.

- Well designed and qualified automated data transfer is much more reliable than any manual

data transfer conducted by humans.
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2. Expectation
Where system software (including operating system) is installed or updated, the user should
ensure that existing and archived data can be read by the new software. Where necessary this

may require conversion of existing archived data to the new format.



Where conversion to the new data format of the new software is not possible, the old software
should be maintained, e.g. installed in one computer or other technical solution, and also
available as a backup media in order to have the opportunity to read the archived data in case

of an investigation.

Potential risk of not meeting expectations/items to be checked

- It is important that data is readable in its original form throughout the data lifecycle, and
therefore users should maintain the readability of data, which may require maintaining access
to superseded software.

+ The migration of data from one system to another should be performed in a controlled
manner, in accordance with documented protocols, and should include appropriate

verification of the complete migration of data.
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3. Expectation

When legacy systems software can no longer be supported, consideration should be given to
maintaining the software for data accessibility purposes (for as long possible depending upon
the specific retention requirements).

This may be achieved by maintaining software in a virtual environment.

Migration to an alternative file format that retains as much as possible of the ‘true copy’



attributes of the data may be necessary with increasing age of the legacy data.

Where migration with full original data functionality is not technically possible, options should
be assessed based on risk and the importance of the data over time. The migration file format
should be selected considering the balance of risk between long-term accessibility versus the
possibility of reduced dynamic data functionality (e.g. data interrogation, trending, re-
processing, etc.) The risk assessment should also review the vulnerability of the system to
inadvertent or unauthorized changes to critical configuration settings or manipulation of data.
All controls to mitigate risk should be documented and their effectiveness verified. It is
recognized that the need to maintain accessibility may require migration to a file format that

loses some attributes and/or dynamic data functionality.
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Potential risk of not meeting expectations/items to be checked
+ When the software is maintained in a virtual environment, check that appropriate measures
to control the software (e.g. validation status, access control by authorized persons, etc.) are

in place. All controls should be documented and their effectiveness verified.

W27z S R WG EDOBIEN R Y A2 /F = v 7§~ EIHH
- V7 Y 2T BMRBERECEMHIN TV REE. Y 7 Y = T 2 BT 2 -0 DY) 7 F



B (N F—vavolREE, RO H 2FICk 2T 7 Rrayvyta—1ind) BNEMINT
WBZLRHERT L, TRCoay ru—A a2 XENL., 20 EREIT S 2 L,

9.5 System security for computerized systems

Item:  System security

1. Expectation

User access controls shall be configured and enforced to prohibit unauthorized access to,
changes to and deletion of data. The extent of security controls is dependent on the criticality

of the computerized system.
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For example:

- Individual Login IDs and passwords should be set up and assigned for all staff needing to
access and utilize the specific electronic system. Shared login credentials do not allow for
traceability to the individual who performed the activity. For this reason, shared passwords,
even for reasons of financial savings, should be prohibited. Login parameters should be
verified during validation of the electronic system to ensure that login profiles, configuration
and password format are clearly defined and function as intended.

- Input of data and changes to computerized records should be made only by authorized
personnel. Companies should maintain a list of authorized individuals and their access
privileges for each electronic system in use.

- Appropriate controls should be in place regarding the format and use of passwords, to ensure
that systems are effectively secured. - Upon initially having been granted system access, a
system should allow the user to create a new password, following the normal password rules.
- Systems should support different user access roles (levels) and assignment of a role should
follow the least-privilege rule, i.e. assigning the minimum necessary access level for any job
function.

As a minimum, simple systems should have normal and admin users, but complex systems will
typically requires more levels of users (e.g. a hierarchy) to effectively support access control.

- Granting of administrator access rights to computerized systems and infrastructure used to



run GMP/GDP critical applications should be strictly controlled. Administrator access rights
should not be given to normal users on the system (i.e. segregation of duties).

- Normal users should not have access to critical aspects of the computerized system, e.g.
system clocks, file deletion functions, etc.

- Systems should be able to generate a list of users with actual access to the system, including
user identification and roles. User lists should include the names or unique identifiers that
permit identification of specific individuals. The list should be used during periodic user
reviews.

- Systems should be able to generate a list of successful and unsuccessful login attempts,
including:

o User identification

o User access role

o Date and time of the attempted login, either in local time or traceable to local time

o Session length, in the case of successful logins

- User access controls should ensure strict segregation of duties (i.e. that all users on a system
who are conducting normal work tasks should have only normal access rights). Normally, users
with elevated access rights (e.g. admin) should not conduct normal work tasks on the system.
- System administrators should normally be independent from users performing the task, and
have no involvement or interest in the outcome of the data generated or available in the
electronic system.

For example, QC supervisors and managers should not be assigned as the system
administrators for electronic systems in their laboratories (e.g. HPLC, GC, UV-Vis).
Typically, individuals outside of the quality and production organizations (e.g. Information
Technology administrators) should serve as the system administrators and have enhanced
permission levels.

- For smaller organizations, it may be permissible for a nominated person in the quality unit
or production department to hold access as the system administrator; however, in these cases
the administrator access should not be used for performing routine operations and the user
should hold a second and restricted access for performing routine operations. In these cases
all administrator activities conducted should be recorded and approved within the

quality system.

- Any request for new users, new privileges of users should be authorized by appropriate
personnel (e.g. line manager and system owner) and forwarded to the system administrator
in a traceable way in accordance with a standard procedure.

- Computerized systems giving access to GMP/GDP critical data or operations should have

an inactivity logout, which, either at the application or the operating system level, logs out a



user who has been inactive longer than a predefined time. The time should be shorter, rather
than longer and should typically be set to prevent unauthorized access to systems. Upon
activation of the inactivity logout, the system should require the user to go through the normal
authentication procedure to login again.

Potential risk of not meeting expectations/items to be checked

+ Check that the company has taken all reasonable steps to ensure that the computerized
system in use is secured, and protected from deliberate or inadvertent changes.

- Systems that are not physically and administratively secured are vulnerable to data integrity
issues. Inspectorates should confirm that verified procedures exist that manage system
security, ensuring that computerized systems are maintained in their validated state
and protected from manipulation.

* Check that individual user log-in IDs are in use. Where the system configuration allows the
use of individual user log-in IDs, these should be used.

+ It is acknowledged that some legacy computerized systems support only a single user login
or limited numbers of user logins. Where no suitable alternative computerized system is
available, equivalent control may be provided by third party software, or a paper based method
of providing traceability (with version control). The suitability of alternative systems should
be justified and documented.

Increased data review is likely to be required for hybrid systems.

+ Inspectors should verify that a password policy is in place to ensure that systems enforce
good password rules and require strong passwords. Consideration should be made to using
stronger passwords for systems generating or processing critical data.

- Systems where a new password cannot be changed by the user, but can only be created by
the admin, are incompatible with data integrity, as the confidentiality of passwords cannot be
maintained.

+ Check that user access levels are appropriately defined, documented and controlled. The
use of a single user access level on a system and assigning all users this role, which per
definition will be the admin role, is not acceptable.

+ Verify that the system uses authority checks to ensure that only authorized individuals can
use the system, electronically sign a record, access the operation or computerized system input

or output device, alter a record, or perform the operation at hand.
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2. Expectation

Computerized systems should be protected from accidental changes or deliberate
manipulation. Companies should assess systems and their design to prevent unauthorized
changes to validated settings that may ultimately affect data integrity. Consideration should
be given to:

- The physical security of computerized system hardware:

o Location of and access to servers;

o Restricting access to PLC modules, e.g. by locking access panels.

o Physical access to computers, servers and media should be restricted to authorized
individuals. Users on a system should not normally have access to servers and media.

- Vulnerability of networked systems from local and external attack;

- Remote network updates, e.g. automated updating of networked systems by the vendor.

- Security of system settings, configurations and key data. Access to critical data/operating
parameters of systems should be appropriately restricted and any changes to
settings/configuration controlled through change management processes by authorized
personnel.

- The operating system clock should be synchronized with the clock of connected systems and
access to all clocks restricted to authorized personnel.

- Appropriate network security measures should be applied, including intrusion prevention

and detection systems.



- Firewalls should be setup to protect critical data and operations.

Port openings (firewall rules) should be based on the least privilege policy, making the firewall
rules as tight as possible and thereby allowing only permitting traffic.

Regulated users should conduct periodic reviews of the continued appropriateness and
effectiveness of network security measures, (e.g. by the use of network vulnerability scans of
the IT infrastructure to identify potential security weaknesses) and ensure operating systems
are maintained with current security measures.

Potential risk of not meeting expectations/items to be checked

+ Check that access to hardware and software is appropriately secured, and restricted to
authorized personnel.

Verify that suitable authentication methods are implemented. These methods should
include user IDs and passwords but other methods are possible and may be required. However,
it is essential that users are positively identifiable.

+ For remote authentication to systems containing critical data available via the internet;
verify that additional authentication techniques are employed such as the use of pass code
tokens or biometrics.

+ Verify that access to key operational parameters for systems is appropriately controlled and
that, where appropriate, systems enforce the correct order of events and parameters in critical
sequences of GMP/GDP steps.
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3. Expectation

Network protection

Network system security should include appropriate methods to detect and prevent potential
threats to data.

The level of network protection implemented should be based on an assessment of data risk.
Firewalls should be used to prevent unauthorized access, and their rules should be subject to
periodic reviews against specifications in order to ensure that they are set as restrictive as

necessary, allowing only permitted traffic. The reviews should be documented.



Firewalls should be supplemented with appropriate virus-protection or intrusion
prevention/detection systems to protect data and computerized systems from attempted
attacks and malware.

Potential risk of not meeting expectations/items to be checked

+ Inadequate network security presents risks associated with vulnerability of systems from
unauthorized access, misuse or modification.

+ Check that appropriate measures to control network access are in place. Processes should
be in place for the authorization, monitoring and removal of access.

- Systems should be designed to prevent threats and detect attempted intrusions to the
network and these measures should be installed, monitored and maintained.

- Firewall rules are typically subject to changes over time, e.g. temporary opening of ports
due to maintenance on servers etc. If never reviewed, firewall rules may become obsolete

permitting unwanted traffic or intrusions.
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4. Electronic signatures used in the place of handwritten signatures should have appropriate
controls to ensure their authenticity and traceability to the specific person who electronically
signed the record(s).
Electronic signatures should be permanently linked to their respective record, i.e. if a later
change is made to a signed record; the record should indicate the amendment and appear as
unsigned.
Where used, electronic signature functionality should automatically log the date and time
when a signature was applied.
The use of advanced forms of electronic signatures is becoming more common (e.g. the use
of biometrics is becoming more prevalent by firms).
The use of advanced forms of electronic signatures should be encouraged.
Potential risk of not meeting expectations/items to be checked

+ Check that electronic signatures are appropriately validated, their issue to staff is controlled
and that at all times, electronic signatures are readily attributable to an individual.

+ Any changes to data after an electronic signature has been assigned should invalidate the

signature until the data has been reviewed again and re-signed.
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5. Restrictions on use of USB devices
For reasons of system security, computerized systems should be configured to prevent

vulnerabilities from the use of USB memory sticks and storage devices on computer clients



and servers hosting GMP/GDP critical data. If necessary, ports should only be opened for
approved purposes and all USB devices should be properly scanned before use.
The use of private USB devices (flash drives, cameras, smartphones, keyboards, etc.) on
company computer clients and servers hosting GMP/GDP data, or the use of company USB
devices on private computers, should be controlled in order to prevent security breaches.
Potential risk of not meeting expectations/items to be checked

- This is especially important where operating system vulnerabilities are known that allow
USB devices to trick the computer, by pretending to be another external device, e.g. keyboard,
and can contain and start executable code.

+ Controls should be in place to restrict the use of such devices to authorized users and

measures to screen USB devices before use should be in place.
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9.6 Audit trails for computerized systems

Item:  Audit Trails

1. Expectation

Consideration should be given to data management and integrity requirements when
purchasing and implementing computerized systems.

Companies should select software that includes appropriate electronic audit trail functionality.
Companies should endeavour to purchase and upgrade older systems to implement software

that includes electronic audit trail functionality.



It is acknowledged that some very simple systems lack appropriate audit trails; however,
alternative arrangements to verify the veracity of data should be implemented, e.g.
administrative procedures, secondary checks and controls. Additional guidance may be found
under section 9.10 regarding hybrid systems.

Audit trail functionality should be verified during validation of the system to ensure that all
changes and deletions of critical data associated with each manual activity are recorded and
meet ALCOA+ principles.

Regulated users should understand the nature and function of audit trails within systems, and
should perform an assessment of the different audit trails during qualification to determine
the GMP/GDP relevance of each audit trail, and to ensure the correct management and
configuration of audit trails for critical and GMP/GDP relevant data. This exercise is
important in determining which specific trails and which entries within trails are of
significance for review with a defined frequency established. For example, following such an
assessment audit trail reviews may focus on:

- Identifying and reviewing entries/data that relate to changes or modification of data.

- Review by exception — focusing on anomalous or unauthorized activities.

- Systems with limitations that allow change of parameters/data or where activities are left
open to modification

- Note: Well-designed systems with permission settings that prevent change of
parameters/data or have access restrictions that prevent changes to configuration settings
may negate the need to examine related audit trails in detail.

Audit trail functionalities should be enabled and locked at all times and it should not be
possible to deactivate, delete or modify the functionality. If it is possible for administrative
users to deactivate, delete or modify the audit trail functionality, an automatic entry should
be made in the audit trail indicating that this has occurred.

Companies should implement procedures that outline their policy and processes to determine
the data that is required in audit trails, and the review of audit trails in accordance with risk
management principles.

Critical audit trails related to each operation should be independently reviewed with all other
records related to the operation and prior to the review of the completion of the operation
(e.g. prior to batch release) so as to ensure that critical data and changes to it are acceptable.
This review should be performed by the originating department, and where necessary verified
by the quality unit, e.g. during self-inspection or investigative activities.

Non-critical audit trails reviews can be conducted during system reviews at a pre-defined
frequency. This review should be performed by the originating department, and where

necessary verified by the quality unit (e.g. during batch release, self-inspection or



investigative activities).
Potential risk of not meeting expectations/items to be checked

+ Validation documentation should demonstrate that audit trails are functional, and that all
activities, changes and other transactions within the systems are recorded, together with all
relevant metadata.

- Verify that audit trails are regularly reviewed (in accordance with quality risk management
principles) and that discrepancies are investigated.

+ If no electronic audit trail system exists a paper based record to demonstrate changes to
data may be acceptable until a fully audit trailed (integrated system or independent audit
software using a validated interface) system becomes available. These hybrid systems are
permitted, where they achieve equivalence to integrated audit trail, such as described in
Annex 11 of the PIC/S GMP Guide.

+ Failure to adequately review audit trails may allow manipulated or erroneous data to be
inadvertently accepted by the Quality Unit and/or Authorized Person.

+ Clear details of which data are critical, and which changes and deletions should be recorded

(audit trail) should be documented.
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2. Expectation

Where available, audit trail functionalities for electronic-based systems should be assessed
and configured properly to capture any critical activities relating to the acquisition, deletion,
overwriting of and changes to data for audit purposes.

Audit trails should be configured to record all manually initiated processes related to critical
data.

The system should provide a secure, computer generated, time stamped audit trail to
independently record the date and time of entries and actions that create, modify, or delete

electronic records.

The audit trail should include the following parameters:

- details of the user that undertook the action;

- what action occurred, was changed, incl. old and new values;

- when the action was taken, incl. date and time ;

- why the action was taken (reason); and

- in the case of changes or modifications to data, the name of any person authorizing the
change.

The audit trail should allow for reconstruction of the course of events relating to the creation,
modification, or deletion of an electronic record.

The system should be able to print and provide an electronic copy of the audit trail, and
whether viewing in the system online or in a hardcopy, the audit trail should be available in a
meaningful format.

If possible, the audit trail should retain the dynamic functionalities found in the computerized
system, (e.g. search functionality and ability to export data such as to a spreadsheet).

Note: An audit trail should not be confused with a change control system where changes may

needed to appropriately controlled and approved under a PQS.

Potential risk of not meeting expectations/items to be checked
Verify the format of audit trails to ensure that all critical and relevant information is
captured.
+ The audit trail should include all previous values and record changes should not overwrite

or obscure previously recorded information.



+ Audit trail entries should be recorded in true time and reflect the actual time of activities.
Systems recording the same time for a number of sequential interactions, or which only make
an entry in the audit trail, once all interactions have been completed, may not be in compliance
with expectations to data integrity, particularly where each discrete interaction or sequence is
critical, e.g. for the electronic recording of addition of 4 raw materials to a mixing vessel.

If the order of addition is a critical process parameter (CPP), then each addition should be
recorded individually, with time stamps. If the order of addition is not a CPP then the addition

of all 4 materials could be recorded as a single timestamped activity.
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9.7 Data capture/entry for computerized systems
Item: Data capture/entry

1. Expectation
Systems should be designed for the correct capture of data whether acquired through manual
or automated means.
For manual entry:
- The entry of critical data should only be made by authorized individuals and the system
should record details of the entry, the individual making the entry and when the entry was
made.
- Data should be entered in a specified format that is controlled by the software, validation
activities should verify that invalid data formats are not accepted by the system.
- All manual data entries of critical data should be verified, either by a second operator, or by
a validated computerized means.
- Changes to entries should be captured in the audit trail and reviewed by an appropriately
authorized and independent person.
For automated data capture: (refer also to table 9.3)
- The interface between the originating system, data acquisition and recording systems should
be validated to ensure the accuracy of data.
- Data captured by the system should be saved into memory in a format that is not vulnerable
to manipulation, loss or change.
- The system software should incorporate validated checks to ensure the completeness of data
acquired, as well as any relevant metadata associated with the data.
Potential risk of not meeting expectations/items to be checked

* Ensure that manual entries of critical data made into computerized systems are subject to
an appropriate secondary check.

+ Validation records should be reviewed for systems using automated data capture to ensure



that data verification and integrity measures are implemented and effective, e.g. verify
whether an auto save function was validated and, therefore, users have no ability to disable it

and potentially generate unreported data.
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2. Expectation
Any necessary changes to data should be authorized and controlled in accordance with
approved procedures.

For example, manual integrations and reprocessing of laboratory results should be performed



in an approved and controlled manner. The firm’s quality unit should establish measures to
ensure that changes to data are performed only when necessary and by designated individuals.
Original (unchanged) data should be retained in its original context.
Any and all changes and modifications to raw data should be fully documented and should be
reviewed and approved by at least one appropriately trained and qualified individual.
Potential risk of not meeting expectations/items to be checked

- Verify that appropriate procedures exist to control any amendments or re-processing of
data. Evidence should demonstrate an appropriate process of formal approval for the proposed

change, controlled/restricted/defined changes and formal review of the changes made.
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9.8 Review of data within computerized systems

Item: Review of electronic data

1. Expectation

The regulated user should perform a risk assessment in order to identify all the GMP/GDP
relevant electronic data generated by the computerized systems, and the criticality of the data.
Once identified, critical data should be audited by the regulated user and verified to determine
that operations were performed correctly and whether any change (modification, deletion

or overwriting) have been made to original information in electronic records, or whether any
relevant unreported data was generated. All changes should be duly authorized.

An SOP should describe the process by which data is checked by a second operator. These
SOPs should outline the critical raw data that is reviewed, a review of data summaries, review

of any associated log-books and hard-copy records, and explain how the review is performed,



recorded and authorized.
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The review of audit trails should be part of the routine data review within the approval process.
The frequency, roles and responsibilities of audit trail review should be based on a risk
assessment according to the GMP/GDP relevant value of the data recorded in the
computerized system. For example, for changes of electronic data that can have a direct
impact on the quality of the medicinal products, it would be expected to review audit trails
prior to the point that the data is relied upon to make a critical decision, e.g. batch release.
The regulated user should establish an SOP that describes in detail how to review audit trails,
what to look for and how to perform searches etc. The procedure should determine in detail
the process that the person in charge of the audit trail review should follow. The audit trail
review activity should be documented and recorded.
Any significant variation from the expected outcome found during the audit trail review
should be fully investigated and recorded. A procedure should describe the actions to be taken
if a review of audit trails identifies serious issues that can impact the quality of the medicinal
products or the integrity of data.
Potential risk of not meeting expectations/items to be checked

+ Check local procedures to ensure that electronic data is reviewed based on its criticality
(impact to product quality and/or decision making). Evidence of each review should be
recorded and available to the inspector.

+ Where data summaries are used for internal or external reporting, evidence should be

available to demonstrate that such summaries have been verified in accordance with raw data.



+ Check that the regulated party has a detailed SOP outlining the steps on how to perform
secondary reviews and audit trail reviews and what steps to take if issues are found during the
course of the review.

+ Where global systems are used, it may be necessary for date and time records to include a
record of the time zone to demonstrate contemporaneous recording.

+ Check that known changes, modifications or deletions of data are actually recorded by the

audit trail functionality.
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2. The company’s quality unit should establish a program and schedule to conduct ongoing
reviews of audit trails based upon their criticality and the system’s complexity in order to verify
the effective implementation of current controls and to detect potential non-compliance
issues. These reviews should be incorporated into the company’s self-inspection program.
Procedures should be in place to address and investigate any audit trail discrepancies,
including escalation processes for the notification of senior management and national
authorities where necessary. Potential risk of not meeting expectations/items to be checked

+ Verify that self-inspection programs incorporate checks of audit trails, with the intent to
verify the effectiveness of existing controls and compliance with internal procedures regarding
the review of data.

- Audit trail reviews should be both random (selected based on chance) and targeted

(selected based on criticality or risk).
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9.9 Storage, archival and disposal of electronic data

Item: Storage, archival and disposal of electronica data

1. Expectation

Storage of data should include the entire original data and all relevant metadata, including

audit trails, using a secure and validated process.



If the data is backed up, or copies of it are made, then the backup and copies should also have
the same appropriate levels of controls so as to prohibit unauthorized access to, changes to
and deletion of data or their alteration. For example, a firm that backs up data onto portable
hard drives should prohibit the ability to delete data from the hard drive. Some additional
considerations for the storage and backup of data include:

- True copies of dynamic electronic records can be made, with the expectation that the entire
content (i.e. all data and all relevant metadata is included) and meaning of the original records
are preserved.

- Stored data should be accessible in a fully readable format.

Companies may need to maintain suitable software and hardware to access electronically
stored data backups or copies during the retention period

- Routine backup copies should be stored in a remote location (physically separated) in the
event of disasters.

- Back-up data should be readable for all the period of the defined regulatory retention period,
even if a new version of the software has been updated or substituted for one with better
performance.

- Systems should allow backup and restoration of all data, including meta-data and audit trails.
Potential risk of not meeting expectations/items to be checked

+ Check that data storage, back-up and archival systems are designed to capture all data and
relevant metadata. There should be documented evidence that these systems have been
validated and verified.

+ The extent of metadata captured should be based on risk management principles, and users
should ensure that all metadata critical in the reconstruction of activities or processes are
captured.

+ Check that data associated with superseded or upgraded systems is managed appropriately

and 1s accessible.
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2. Expectation
The record retention procedures should include provisions for retaining the metadata. This

allows for future queries or investigations to reconstruct the activities that occurred related to

a batch.
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3. Expectation

Data should be backed-up periodically and archived in accordance with written procedures.
Archive copies should be physically (or virtually, where relevant) secured in a separate and
remote location from where back up and original data are stored.

The data should be accessible and readable and its integrity maintained for all the period of
archiving.

There should be in place a procedure for restoring archived data in case an investigation is
needed. The procedure in place for restoring archived data should be regularly tested.

If a facility is needed for the archiving process then specific environmental controls and only
authorized personnel access should be implemented in order to ensure the protection of
records from deliberate or inadvertent alteration or loss. When a system in the facility has to
be retired because problems with long term access to data are envisaged, procedures should
assure the continued readability of the data archived. For example, it could be established to

transfer the data to another system.
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Potential risk of not meeting expectations/items to be checked

+ There is a risk with archived data that access and readability of the data may be lost due to
software application updates or superseded equipment. Verify that the company has access to
archived data, and that they maintain access to the necessary software to enable review of the
archived data.

+ Where external or third party facilities are utilized for the archiving of data, these service



providers should be subject to assessment, and all responsibilities recorded in a quality
technical agreement. Check agreements and assessment records to verify that due

consideration has been given to ensuring the integrity of archived records.
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4. Expectation
It should be possible to print out a legible and meaningful record of all the data generated by
a computerized system (including metadata).
If a change is performed to records, it should be possible to also print out the change of the
record, indicating when and how the original data was changed.
Potential risk of not meeting expectations/items to be checked

+ Check validation documentation for systems to ensure that systems have been validated for
the generation of legible and complete records.

+ Samples of print-outs may be verified.
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5. Expectation



Procedures should be in place that describe the process for the disposal of electronically stored
data. These procedures should provide guidance for the assessment of data and allocation of

retention periods, and describe the disposal of data that is no longer required.

Potential risk of not meeting expectations/items to be checked
* Check that the procedures clearly stipulate the conditions for the disposal of data, and that

care is taken to avoid the inadvertent disposal of required data during its lifecycle.
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9.10 Management of Hybrid Systems

Item: Management of Hybrid Systems

1. Hybrid systems require specific and additional controls in reflection of their complexity and
potential increased vulnerability to manipulation of data. For this reason, the use of hybrid
systems is discouraged and such systems should be replaced whenever possible.

Each element of the hybrid system should be qualified and controlled in accordance with the

guidance relating to manual and computerized systems as specified above.

Appropriate quality risk management principles should be followed when assessing, defining,
and demonstrating the effectiveness of control measures applied to the system.

A detailed system description of the entire system should be available that outlines all major
components of the system, the function of each component, controls for data management
and integrity, and the manner in which system components interact.

Procedures and records should be available to manage and appropriately control the interface
between manual and automated systems, particularly steps associated with:

- manual input of manually generated data into computerized systems;

- transcription (including manual) of data generated by automated systems onto paper
records; and

- automated detection and transcription of printed data into computerized systems.



Potential risk of not meeting expectations/items to be checked

* Check that hybrid systems are clearly defined and identified, and that each contributing
element of the system is validated.

- Attention should be paid to the interface between the manual and computerized system.
Inspectors should verify that adequate controls and secondary checks are in place where
manual transcription between systems takes place.

+ Original data should be retained following transcription and processing.

+ Hybrid systems commonly consist of a combination of computerized and manual systems.
Particular attention should be paid to verifying:

o The extent of qualification and/or validation of the computerized system; and,
o The robustness of controls applied to the management of the manual element of the hybrid

system due to the difficulties in consistent application of a manual process.
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2. Procedures should be in place to manage the review of data generated by hybrid systems
which clearly outline the process for the evaluation and approval of electronic and paper-based
data. Procedures should outline:

- Instructions for how electronic data and paper-based data is correlated to form a complete
record.

- Expectations for approval of data outputs for each system.

- Risks identified with hybrid systems, with a focus on verification of the effective application

of controls

Potential risk of not meeting expectations/items to be checked

+ Verify that instructions for the review of hybrid system data is in place.
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10 DATA INTEGRITY CONSIDERATIONS FOR OUTSOURCED ACTIVITIES
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10.1 General supply chain considerations

10.1.1 Modern supply chains often consist of multiple partner companies working together to
ensure safe and continued supply of medicinal products. Typical supply chains require the
involvement of API producers, dosage form manufacturers, analytical laboratories, wholesale
and distribution organizations, often from differing organizations and locations. These supply
chains are often supported by additional organizations, providing outsourced services, I'T

services and infrastructure, expertise or consulting services.
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10.1.2 Data integrity plays a key part in ensuring the security and integrity of supply chains.
Data governance measures by a contract giver may be significantly weakened by unreliable or
falsified data or materials provided by supply chain partners. This principle applies to all
outsourced activities, including suppliers of raw materials, contract manufacturers, analytical

services, wholesalers, contracted service providers and consultants.
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10.1.3 Initial and periodic re-qualification of supply chain partners and outsourced activities

should include consideration of data integrity risks and appropriate control measures.
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10.1.4 It is important for an organization to understand the data integrity limitations of
information obtained from the supply chain (e.g. summary records and copies / printouts)
and the challenges of remote supervision. These limitations are similar to those discussed in
section 8.11 of this guidance. This will help to focus resources towards data integrity

verification and supervision using a quality risk management approach.

10.1.4 k3. ¥ 774 F 2 — v o B o n W (MKEEEk, av— /7Y v P77 b
) O T—=24v7 7Y T4 ORRL, EREHORELHEET L ENEETH L,
NHDRFIZ, KFTA X 2D 811 HTHEROLENTWE LD LREETHZ, ZhiTkh,
BV A7 AV AV P REEFROET =24 v 770 7 4 OWGE & BEEICERZ FEh &
HLILENTE S,

10.2 Routine document verification

10.2.1 The supply chain relies upon the use of documentation and data passed from one
organization to another. It is often not practical for the contract giver to review all raw data
relating to reported results. Emphasis should be placed upon a robust qualification process

for outsourced supplier and contractor, using quality risk management principles.
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10.3 Strategies for assessing data integrity in the supply chain

10.3.1 Companies should conduct regular risk reviews of supply chains and outsourced
activity that evaluate the extent of data integrity controls required. The frequency of such
reviews should be based on the criticality of the services provided by the contract acceptor,
using risk management principles, Information considered during risk reviews may include:
+ The outcome of site audits, with focus on data governance measures

Demonstrated compliance with international standards or guidelines related to data

integrity and security



+ Review of data submitted in routine reports, for example:

Area for review Rationale
Comparison of analytical data reported by the contractor or supplier vs in-house
data from analysis of the same material

To look for discrepant data which may be an indicator of falsification
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10.3.2 Quality agreements (or equivalent) should be in place between manufacturers and
suppliers of materials, service providers, contract manufacturing organizations (CMOs) and
(in the case of distribution) suppliers of medicinal products, with specific provisions for
ensuring data integrity across the supply chain. This may be achieved by setting out
expectations for data governance, and transparent error/deviation reporting by the contract
acceptor to the contract giver. There should also be a requirement to notify the contract giver

of any data integrity failures identified at the contract acceptor site.
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10.3.3 Audits of suppliers and manufacturers of APIs, critical intermediate suppliers, primary
and printed packaging materials suppliers, contract manufacturers and service providers
conducted by the manufacturer (or by a third party on their behalf) should include a
verification of data integrity measures at the contract organization. Contract acceptors are
expected to provide reasonable access to data generated on behalf of the contract giver during
audits, so that compliance with data integrity and management principles can be assessed and

demonstrated.
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10.3.4 Audits and routine surveillance should include adequate verification of the source
electronic data and metadata by the Quality Unit of the contract giver using a quality risk
management approach. This may be achieved by measures such as:

Site audit Review the contract acceptors organizational behaviour, and understanding of data
governance, data lifecycle, risk and criticality.

Material testing vs CoA Compare the results of analytical testing vs suppliers reported CoA.
Examine discrepancies in accuracy, precision or purity results. This may be performed on a
routine basis, periodically, or unannounced, depending on material and supplier risks.
Periodic proficiency testing of samples may be considered where relevant.

Remote data review The contract giver may consider offering the Contracted
Facility/Supplier use of their own hardware and software system (deployed over a Wide Area
Network) to use in batch manufacture and testing. The contract giver may monitor the quality
and integrity of the data generated by the Contracted Facility personnel in real time.

In this situation, there should be segregation of duties to ensure that contract giver monitoring

of data does not give provision for amendment of data generated by the contract acceptor.

Quality monitoring Quality and performance monitoring may indicate incentive for data



falsification (e.g. raw materials which marginally comply with specification on a frequent basis.
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10.3.5 Contract givers may work with the contract acceptor to ensure that all client-
confidential information is encoded to de-identify clients. This would facilitate review of
source electronic data and metadata at the contract giver’s site, without breaking
confidentiality obligations to other clients. By reviewing a larger data set, this enables a more
robust assessment of the contract acceptors data governance measures. It also permits a search
for indicators of data integrity failure, such as repeated data sets or data which does not

demonstrate the expected variability.
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10.3.6 Care should be taken to ensure the authenticity and accuracy of supplied
documentation (refer section 8.11). The difference in data integrity and traceability risks
between ‘true copy’ and ‘summary report’ data should be considered when making contractor

and supply chain qualification decisions.
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11 REGULATORY ACTIONS IN RESPONSE TO DATA INTEGRITY FINDINGS
N F—=2A4Av727Y 74 BT 5 RERRICI C 2 RHFE

11.1 Deficiency references

11.1.1 The integrity of data is fundamental to good manufacturing practice and the
requirements for good data management are embedded in the current PIC/S Guides to
GMP/GDP for Medicinal products. The following table provides a reference point

highlighting some of these existing requirements.

ALCOA principle PIC/S Guide to Good Manufacturing Practice for Medicinal products, PE
009 (Part I):

PIC/S Guide to Good Manufacturing Practice for Medicinal products, PE 009 (Part II):
Annex 11 (Computerized Systems)
PIC/S Guide to Good Distribution Practice for Medicinal products, PE 011:

11.1 A D2
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7 na 7 PIC/S Guide to Good Manufacturing Practice for Medicinal Products, PE 009
(Part I):

PIC/S Guide to Good Manufacturing Practice for Medicinal Products, PE 009 (Part II):
PIC/S Guide to Good Manufacturing Practice for Medicinal Products, PE 009 (Part II):
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PIC/S Guide to Good Distribution Practice for Medicinal Products, PE 011:

Attributable
[4.20, c &f], [4.21, ¢ & ], [4.29 point 5]

[5.43], [6.14], [6.18], [6.52]

[2], [12.1], [12.4], [15]

[4.2.4], [4.2.5]

Legible
[4.1], [4.2], [4.7], [4.8], [4.9], [4.10]

[6.11], [6.14], [6.15], [6.50]

[4.8], [7.1], [7.2]
[8.1], [9], [10], [17]

[4.2.3], [4.2.9]

Contemporaneous

[4.8]



[6.14]
[12.4], [14]

[4.1], [4.2.9]

Original
[4.9], [4.27], [Paragraph "Record"]

[6.14], [6.15], [6.16]

[8.2], [9]

[4.2.5]

Accurate
[4.1], [6.17]

[5.40], [5.42], [5.45], [5.46], [5.47], [6.6]

[Paragraph "Principles"] [4.8], [5], [6], [7.2], [10], [11]

[4.2.3]

Complete
[4.8]

[6.16], [6.50], [6.60], [6.61]

[4.8], [7.1], [7.2], [9]

[4.2.3], [4.2.5]

Consistent

[4.2]

[6.15], [6.50]



[4.8], [5]

[4.2.3]

Enduring
[4.1], [4.10]

[6.11], [6.12], [6.14]

[7.1], [17]

[4.2.6]

Available
[Paragraph “Principle”], [4.1]

[6.12], [6.15], [6.16]

[3.4], [7.1], [16], [17]

[4.2.1]

I
[4.20, c &f], [4.21, ¢ &i], [4.29 point 5].

[5.43], [6.14], [6.18], [6.52]

[2], [12.1], [12.4], [15]

[4.2.4], [4.2.5]

AT
[4.1], [4.2], [4.7], [4.8], [4.9], [4.10]

[6.11], [6.14], [6.15], [6.50]



[4.8], [7.1], [7.2]
[8.1], [9], [10], [17]

[4.2.3], [4.2.9]

ELE
[4.8]

[6.14]
[12.4], [14]

[4.1], [4.2.9]

F VI
[4.9], [4.27], [T 75 7 Ta8k] 1.

[6.14], [6.15], [6.16]

[8.2], [9]

[4.2.5]

IR
[4.1], [6.17]

[5.40], [5.42], [5.45], [5.46], [5.47], [6.6]

JEA o3H)  [4.8] [5]. [6]. [7.2], [10], [11],

[4.2.3]

[6.16], [6.50], [6.60], [6.61]



[4.8], [7.1], [7.2], [9]

[4.2.3], [4.2.5]

—HE

[4.2]

[6.15], [6.50]

[4.8], [5]

[4.2.3]

itz 5z
[4.1], [4.10]

[6.11], [6.12], [6.14]

[7.1], [17]

[4.2.6]

A FH AT RE
D], [4.1]

[6.12], [6.15], [6.16]

[3.4], [7.1], [16], [17]

[4.2.1]

11.2 Classification of deficiencies

Note: The following guidance is intended to aid consistency in reporting and classification of

data integrity deficiencies, and is not intended to affect the inspecting authority’s ability to

act according to its internal policies or national regulatory frameworks.
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11.2.1 Deficiencies relating to data integrity failure may have varying impact to product
quality. Prevalence of the failure may also vary between the actions of a single employee to an

endemic failure throughout the inspected organization.
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11.2.2 The PIC/S guidancel2 on classification of deficiencies states:

“A critical deficiency is a practice or process that has produced, or leads to a significant risk
of producing either a product which is harmful to the human or veterinary patient or a product
which could result in a harmful residue in a food producing animal. A critical deficiency also
occurs when it is observed that the manufacturer has engaged in fraud, misrepresentation or

falsification of products or data”.
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11.2.3 Notwithstanding the “critical” classification of deficiencies relating to fraud,
misrepresentation or falsification, it is understood that data integrity deficiencies can also
relate to:

+ Data integrity failure resulting from bad practice,

+ Opportunity for failure (without evidence of actual failure) due to absence of the required

data control measures.
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11.2.4 In these cases, it may be appropriate to assign classification of deficiencies by taking

into account the following (indicative list only):

1124 2o X RgEICE. UT2EEL CRBODEZE Y ¥ CTE 2 L@t chds 5
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Impact to product with actual or potential risk to patient health: Critical
deficiency:

* Product failing to meet Marketing Authorization specification at release or within shelf life.

Reporting of a ‘desired’ result rather than an actual out of specification result when
reporting of QC tests, critical product or process parameters.

- Wide-ranging misrepresentation or falsification of data, with or without the knowledge and
assistance of senior management, the extent of which critically undermines the reliability of
the Pharmaceutical Quality System and erodes all confidence in the quality and safety of
medicines manufactured or handled by the site.

Impact to product with no risk to patient health: Major deficiency:

+ Data being misreported, e.g. original results ‘in specification’, but altered to give a more
favourable trend.

Reporting of a ‘desired’ result rather than an actual out of specification result when
reporting of data which does not relate to QC tests, critical product or process parameters.

- Failures arising from poorly designed data capture systems (e.g. using scraps of paper to
record info for later transcription).

No impact to product; evidence of moderate failure: Major deficiency:

Bad practices and poorly designed systems which may result in opportunities for data
integrity issues or loss of traceability across a limited number of functional areas (QA,
production, QC etc.). Each in its own right has no direct impact to product quality.

No impact to product; limited evidence of failure: Other deficiency:

+ Bad practice or poorly designed system which result in opportunities for data integrity
issues or loss of traceability in a discrete area.

+ Limited failure in an otherwise acceptable system, e.g. manipulation of non-critical data by

an individual.
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11.2.5 Tt is important to build an overall picture of the adequacy of the key elements (data
governance process, design of systems to facilitate compliant data recording, use and
verification of audit trails and I'T user access etc.) to make a robust assessment as to whether

there is a company-wide failure, or a deficiency of limited scope/ impact.
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11.2.6 Individual circumstances (exacerbating / mitigating factors) may also affect final
classification or regulatory action. Further guidance on the classification of deficiencies and

intra-authority reporting of compliance issues will be available in the PIC/S Guidance on the



classification of deficiencies PI 040.
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12 REMEDIATION OF DATA INTEGRITY FAILURES
12.1 Responding to Significant Data Integrity issues
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12.1.1 Consideration should be primarily given to resolving the immediate issues identified
and assessing the risks associated with the data integrity issues.
The response by the company in question should outline the actions taken as part of a

remediation plan. Responses from implicated manufacturers should include:
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12.1.1.1 A comprehensive investigation into the extent of the inaccuracies in data records and
reporting, to include:

A detailed investigation protocol and methodology; a summary of all laboratories,
manufacturing operations, products and systems to be covered by the assessment; and a
justification for any part of the operation that the regulated user proposes to excludel3;

+ Interviews of current and where possible and appropriate, former employees to identify the
nature, scope, and root cause of data inaccuracies. These interviews may be conducted by a
qualified third party;

+ An assessment of the extent of data integrity deficiencies at the facility. Identify omissions,
alterations, deletions, record destruction, non-contemporaneous record completion, and
other deficiencies;

+ Determination of the scope (data, products, processes and specific batches) and timeframe
for the incident, with justification for the time-boundaries applied;

A description of all parts of the operations in which data integrity lapses occurred,



additional consideration should be given to global corrective actions for multinational
companies or those that operate across multiple sites;

A comprehensive retrospective evaluation of the nature of the data integrity deficiencies,
and the identification of root cause(s) or most likely root cause that will form the basis of
corrective and preventative actions, as defined in the investigation protocol. The services of a
qualified third-party consultant with specific expertise in the areas where potential breaches
were identified may be required;

A risk assessment of the potential effects of the observed failures on the quality of the
substances, medicines, and products involved.

The assessment should include analyses of the potential risks to patients caused by the
release/distribution of products affected by a lapse of data integrity, risks posed by ongoing
operations, and any impact on the integrity of data submitted to regulatory agencies, including

data related to product registration dossiers.
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12.1.1.2 Corrective and preventive actions taken to address the data integrity vulnerabilities

and timeframe for implementation, and including:

+ Interim measures describing the actions to protect patients and to ensure the quality of the
medicinal products, such as notifying customers, recalling product, conducting additional
testing, adding lots to the stability program to assure stability, drug application actions, and
enhanced complaint monitoring. Interim measures should be monitored for effectiveness and
residual risks should be communicated to senior management, and kept under review.

+ Long-term measures describing any remediation efforts and enhancements to procedures,
processes, methods, controls, systems, management oversight, and human resources (e.g.
training, staffing improvements) designed to ensure the data integrity. Where long term

measures are identified interim measures should be implemented to mitigate risks.
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12.1.1.3 CAPA effectiveness checks implemented to monitor if the actions taken has

eliminated the issue.
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12.1.2 Whenever possible, Inspectorates should meet with senior representatives from the
implicated companies to convey the nature of the deficiencies identified and seek written
confirmation that the company commits to a comprehensive investigation and a full disclosure
of issues and their prompt resolution. A management strategy should be submitted to the
regulatory authority that includes the details of the global corrective action and preventive
action plan. The strategy should include:

+ A comprehensive description of the root causes of the data integrity lapses, including
evidence that the scope and depth of the current action plan is commensurate with the
findings of the investigation and risk assessment. This should indicate if individuals
responsible for data integrity lapses remain able to influence GMP/GDP-related or drug
application data.

+ A detailed corrective action plan that describes how the regulated user intends to ensure
the "ALOCA+’ attributes (see section 7.4) of all of the data generated, including analytical

data, manufacturing records, and all data submitted or presented to the Competent Authority.

12.1.2 AlREARIR Y . ARERMAS L TCw 2 0¥ ERREFHF L WAL, B X0
WHEZIE A, Z OREFTUFEN 2FAE., BEOTRARFR & 2 ol A f@uc iy i o &
*HMCHERT 2d DL T 5, 7u— NV inRIERGE KO P B G R0 o 6 2 & 8
g 2 BHL R IR TR & TH B,

COHIRICIIUTAEENERETH 5,

- BEOTEIEHE O E RSB FHEL VR I T AA Y FOFRICAA>THWE L0
A E &, T2 A4 v T 7Y T 4 ORMOBAFR O CUER 23], S hicid, 7—%4
VT YT 4 OKFEICHS LA AA, GMP/GDP BE £ 72 2 EH S HET — 2 O E%
22208 TEREBICHLIL LI DERTLEDLD D,

- BN R 2 — =23, o7 — & BLERE. LOFEE T ICRIE IR T T2 2T T
—ZEET. ARINELETDOT— 2D [ALOCA+] @l (74THSR) % &0 X 5 IR
L&D & LTw2hzilld 256l 2 IR E EH i,

12.1.3 Inspectorates should implement policies for the management of significant data
integrity issues identified at inspection in order to manage and contain risks associated with

the data integrity breach.
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12.2 Indicators of improvement



12.2.1 An on-site inspection is recommended to verify the effectiveness of actions taken to
address serious data integrity issues. Alternative approaches to verify effective remediation
may be considered in accordance with risk management principles. Some indicators of

improvement are:
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12.2.1.1 Evidence of a thorough and open evaluation of the identified issue and timely
implementation of effective corrective and preventive actions, including appropriate

implementation of corrective and preventive actions at an organizational level;
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12.2.1.2 Evidence of open communication of issues with clients and other regulators.

Transparent communication should be maintained throughout the investigation and
remediation stages. Regulators should be aware that further data integrity failures may be
reported as a result of the detailed investigation. Any additional reaction to these notifications

should be proportionate to public health risks, to encourage continued reporting;
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12.2.1.3 Evidence of communication of data integrity expectations across the organization,
incorporating and encouraging processes for open reporting of potential issues and

opportunities for improvement;
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12.2.1.4 The regulated user should ensure that an appropriate evaluation of the vulnerability
of electronic systems to data manipulation takes place to ensure that follow-up actions have
fully resolved all the violations. For this evaluation the services of qualified third party

consultant with the relevant expertise may be required;
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12.2.1.5 Implementation of data integrity policies in line with the principles of this guide;
12.2.1.5 A# 4 FORMICih o727 =2 A v 727 ) 7 4 K ) ¥ — O Efh,

12.2.1.6 Implementation of routine data verification practices.
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13 Glossary

Archiving

Long term, permanent retention of completed data and relevant metadata in its final form for

the purposes of reconstruction of the process or activity.
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Audit Trail
GMP/GDP audit trails are metadata that are a record of GMP/GDP critical information (for
example the creation, modification, or deletion of GMP/GDP relevant data), which permit

the reconstruction of GMP/GDP activities.
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Back-up
A copy of current (editable) data, metadata and system configuration settings (e.g. variable

settings which relate to an analytical run) maintained for the purpose of disaster recovery.
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Computerized system
A system including the input of data, electronic processing and the output of information to

be used either for reporting or automatic control.
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Data

Facts, figures and statistics collected together for reference or analysis.
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Data Flow Map

A graphical representation of the "flow" of data through an information system
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Data Governance
The sum total of arrangements to ensure that data, irrespective of the format in which it is
generated, recorded, processed, retained and used to ensure a complete, consistent and

accurate record throughout the data lifecycle.
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Data Integrity

The degree to which data are complete, consistent, accurate, trustworthy, reliable and that
these characteristics of the data are maintained throughout the data life cycle.

The data should be collected and maintained in a secure manner, so that they are attributable,
legible, contemporaneously recorded, original (or a true copy) and accurate. Assuring data
integrity requires appropriate quality and risk management systems, including adherence to
sound scientific principles and good documentation practices. The data should comply with
ALCOA+ principles.
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Data Lifecycle
All phases in the life of the data (including raw data) from initial generation and recording
through processing (including transformation or migration), use, data retention, archive /

retrieval and destruction.

F—RIATHAL I

F—2 (ETF—2%E8) ORVIOERS X OLHE» O, U (#2138 T2E80).
i, T — X2 D, 7—H A4 7/RB. BIUWET O, T—F20—EICHBIFETC
DELRE,

Data Quality
The assurance that data produced is exactly what was intended to be produced and fit for its

intended purpose. This incorporates ALCOA + principles.
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Data Ownership
The allocation of responsibilities for control of data to a specific process owner.
Companies should implement systems to ensure that responsibilities for systems and their

data are appropriately allocated and responsibilities undertaken.
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Dynamic Record
Records, such as electronic records, that allow an interactive relationship between the user

and the record content.
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Exception Report
A validated search tool that identifies and documents predetermined ‘abnormal’ data or

actions, which require further attention or investigation by the data reviewer.
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Good Documentation Practices (GdocP)
Those measures that collectively and individually ensure documentation, whether paper or

electronic, meet data management and integrity principles, e.g. ALCOA+.
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Hybrid Systems

A system for the management and control of data that typically consists of an electronic system
generating electronic data, supplemented by a defined manual system that typically generate
a paper-based record. The complete data set from a hybrid system therefore consists of both
electronic and paper data together. Hybrid systems rely on the effective management of both

sub-systems for correct operation.
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Master Document
An original approved document from which controlled copies for distribution or use can be

made.
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Metadata

In-file data that describes the attributes of other data, and provides context and meaning.
Typically, these are data that describe the structure, data elements, inter-relationships and
other characteristics of data e.g. audit trails. Metadata also permit data to be attributable to
an individual (or if automatically generated, to the original data source).

Metadata form an integral part of the original record. Without the context provided by

metadata the data has no meaning.
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Quality Unit
The department within the regulated entity responsible for oversight of quality including in
particular the design, effective implementation, monitoring and maintenance of the

Pharmaceutical Quality System.
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Raw Data
Raw data is defined as the original record (data) which can be described as the first-capture
of information, whether recorded on paper or electronically. Information that is originally

captured in a dynamic state should remain available in that state.
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Static Record
A record format, such as a paper or electronic record, that is fixed and allows little or no

interaction between the user and the record content.
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Supply Chain
The sum total of arrangements between manufacturing sites, wholesale and distribution sites
that ensure that the quality of medicines in ensured throughout production and distribution

to the point of sale or use.
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System Administrator
A person who manages the operation of a computerized system or particular electronic

communication service.
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